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AytenTudukanus

be3zonacHocts nndopmanuu

I'ocynapcTBeHHas
uH(pOpMallMOHHAS CUCTEMA

Hoctyn k uapopmanun
HocTynHoCTh

3ammra uHGOpMaUn
OT HECaHKIIMOHUPOBAHHOTO
J0CTyIa

3amumaemas HHGOpMAaIHs

UNnentuduxanus

HNudopmannonHas cucrema

Nudopmarnimonusie pecypesbl

WNudopmannoHHble
TEXHOJIOTHUH

WNndopmarnus

KonTponupyemas 30Ha

KonduaennuaibHOCTH

O6paboTka nmepcoHaTbHBIX

TEPMHWHBI 1 ONPEJAEJIEHUSA

JlelicTBus 1O IpOBEpKE IMOJJIMHHOCTU CYOBEKTa J0CTyHa
B MH(POPMALIMOHHON CUCTEME

CocrosiHME  3alUINEHHOCTH  HH(pOpMAalMM, IPU KOTOPOM
obecrieyeHbl €€ KOH(MICHLIMAIBHOCTh,  JOCTYITHOCTb
U LIEJIOCTHOCTb

WNudopmannonHas cuctema, co3aBaeMasi B LENAX peau3aiiu
HOJTHOMOYU I roCyJJapCTBEHHBIX OpraHoB
u obecrieueHus oOMeHa uHGpOpMAIMEH MEXIy OSTUMH
OpraHaMH, a TaKXX€ B MHBIX YCTAHOBJICHHBIX (elepaabHbIMU
3aKOHaMU LEJSIX

Bo3morkHOCTB nosyueHust HHGOpMaIMK U €€ UCIO0Ib30BAHUS
CocrosiHue HMH(pOpPMAIIUKM, XapaKTEPHU3yeMOe CIIOCOOHOCTHIO
TEXHUYECKUX CpPEACTB U HH(MOPMAIMOHHBIX TEXHOJIOTUH
o0ecrieunBaTh OECHPENATCTBEHHBIH JOCTYn K HH(pOpMauu
CyOBEKTOB, UMEIOIIMX HA ATO MOJTHOMOYHMS

3ammra wWHOOpMAIMK, HANpaBlICHHAs Ha IpeIOTBpAIlCHUE
HOJY4YEeHUsl 3allMIiaeMoil MH(pOpMalMK 3aUHTEPECOBAHHBIMU
CyObEeKTaMU C HApyIICHHEM YCTAaHOBJICHHBIX HOPMATHBHBIMH
U IPaBOBBIMU JOKYMEHTaMHU (aKkTamMM) WM 00JaaTess MU
uH(poOpMallMl TpaB WM [paBWI pa3rpaHUUYEHUst JOCTyma
K 3aluiaeMoil napopmanuu

Wndpopmanus, sBisiomiascs MOPeIMETOM  COOCTBEHHOCTH
U MOAJIeKaIlas 3allUTe B COOTBETCTBUM C TpPeOOBaHUSMU
MPaBOBBIX JTOKYMEHTOB WIN TpeOOBaHUSAMH,
yCTaHaBJIMBAaEMbIMU COOCTBEHHUKOM HH(pOpMaIuu
[IpucBoenue cyObekTamM U 00bEKTaM J0CTyNa UAeHTU(UKATOpA
U (MaM) CpaBHEHHE IMPEIbSABIAEMOro HUJIEHTU(UKATOpa
C TepeyHeM MTPUCBOCHHBIX UICHTH(PHKATOPOB

CoBOKYIHOCTh cojzieprkalieiicss B 0a3zax JaHHBIX MH()OpMaLUH
u o0ecrieynBaOIUX  ee  00paboTKy  MH(OPMALMOHHBIX
TEXHOJIOTUH U TEXHUYECKUX CPEJCTB

OTtaenbHble TOKYMEHTBI U OTAEIbHBIE MAacCHUBBI JOKYMEHTOB,
JOKYMEHTBI U MacCHUBbl  JJOKYMEHTOB,  COJEprKalluecs
B MH(QOPMALIMOHHBIX ~ cUCTeMax (OmOnmoTekax, apXuBax,
¢dongax, 6aHKax JaHHBIX, UH(OPMAIIMOHHBIX CUCTEMAaX JAPYTUX
BUJIOB)

[Tpomeccel, MeToasl MoOMCKa, cOopa, XpaHEHHs, 00paboOTKH,
MIPEIOCTABIICHUS, PacpOCTpaHEHUsI WH(OpPMALUU U CHOCOObI
OCYIIIECTBJIEHUS TAKUX ITPOLIECCOB U METO/I0B

CaeneHus (coobmenus, JTAHHBIC) HE3aBUCHMO
0T ()OpMBI UX TPECTABICHUS

[IpoctpancTtBo  (TeppuTopus, 3MaHHWE, YacTh  3JIaHHS),
B KOTOPOM HCKJIIOYEHO HEKOHTPOJIMpYyeMoe INpeObIBaHHE JIUII,
HE UMEIOUIMX [OCTOSHHOTO WM  Pa30BOro  JOIYyCKa,
Y TIOCTOPOHHMX TPAHCIIOPTHBIX CPEJICTB

OO6s3aTenbHOE IS BBIOJIHEHUS JTUIOM, MOJYYHMBIIUM JTOCTYI
K OINpejereHHOW uHpopmanuu, TpeOGoBaHHE HE IepeaaBaTh
Takyl0o HHGMOpPMaLMIO TpPeThUM JHLIAM 0e3  corjacus
ee oOamaTens

JlelicTBus (omepanuu) ¢ NEPCOHANBHBIMU JAHHBIMHU, BKJIIOYast
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JAaHHBIX

Onepatop

IlepcoHanbHbIEC TaHHBIE

Yrpo3a 6e3omacHoCTH
uHpopmanuu

Y 93BUMOCTB

[lenocTHOCTH

cOop, cUCTEeMaTH3aIUIo, HAKOIUICHUE, XPAHCHUE, YTOYHEHUE
(oOHOBJIEHUE, M3MEHEHHE), MCIIOIB30BaHUE, PACIIPOCTpaHEHUE
(BTOM wuucie mepenady), OOe3NUYMBAaHHE, OJOKHUPOBAHUE,
YHUYTOXKCHUE TIEPCOHAIBHBIX TaHHBIX

TPOXIAHUH WIH IOPHIAYECKOE JIUIO, OCYIICCTBISIONIUE
JESITeIbHOCTh TI0 AKCIUTyaTallii WH(POPMALMOHHOW CHCTEMBI,
B TOM dYHCIe MO 00paboTke WHGOpMAIUHU, COAepIKaIIehCs
B e¢ 0a3ax JaHHBIX

Jlrobas mHpOpMAaIuUs, OTHOCSINASACS K TPSIMO WJIH KOCBEHHO
OTIPENICIICHHOMY HJIH OTIpeiesieMOMY (DU3NIECKOMY JIAILY

COBOKYIHOCTh ~ YCIOBUH ¥ (aKTOpPOB,  CO3JAIOIIUX
HOTEHIHATIbHYIO WIN peasbHO CYLIECTBYIOLLYIO
OIIaCHOCTb, CBSI3aHHYIO c yTEUKOI uHpOpMaLUu

W/WIM HECAaHKIIMOHUPOBAHHBIMU H/WJIM  HETIPeIHaMEPEHHBIMU
BO3JICUCTBUSIMH Ha HeEe

Henocrarok (cmabocTh) MIPOTPaMMHOTO
(IpOrpaMMHO-TEXHHUYECKOT0) CPEICTBA MM MHPOPMALMOHHOM
CUCTEMBl B II€JIOM, KOTOpBIH (KOTOpas) MOXKET OBbITh
UCIOJb30BaHA I pealu3alu  yrpo3  0e30IacHOCTH
uHpopmaruu

YcroiunBoCTh  MHPOPMALUMU K  HECAHKIIMOHHPOBAHHOMY
WIH CIy4ailHOMYy BO3ICHCTBHIO Ha Hee B Mpolecce 00padoTKu
TEXHUYECKHUMHU CPEICTBAMH, DPE3YJIbTaTOM KOTOPOTO MOKET
OBITh YHUUTOXKEHHE U UCKaXEeHHE nH(popManuu



OBO3HAYEHUA U COKPAIIIEHU A

I'OCTP — T'ocynapctBennsliii cranaapt Poccuiickoit @enepanuu

[TonuTuka — Ilonutuka wuHpOpMannoHHOH Oe3zomacHocTH ['OCyHapcTBEHHOTO
OI0/UKETHOTO  0011e00pa30BaTeIbBHOTO  YUPESXKICHHS  CPEIHEH
o6meoOpa3zoBarenbHoi mKoJbl Ne 635 [Tpumopckoro paiiona CaHKT-
[TerepOypra

I'BOY mikoma Ne 635 — T'ocynapcTtBeHHOE OrO/KETHOE 00IIE00pa30BaTENBFHOE YUPEKIACHUE
cpenHsisi obOmeoOpa3oBaTenpHass — mkosa Ne 635 Ilpumopckoro
paiiona Cankr-IlerepOypra

®OCB Poccun — @DepnepanbHas ciyx0a 6e3omacHoctu Poccuiickoit denepanuu

OCTIK Poccun — DenepalibHas CITy)0a MO0 TEXHUYECKOMY U YKCIIOPTHOMY KOHTPOJTIO



1 OBIIME NOJOXEHUA

Hacrosimas [lonutrka siBisieTcsl JOKYMEHTOM, ONPEAEIAIOIINM HAPABICHUS 1€ITEIbHOCTU
B o0mactu oOecrmeueHuss HMHPOPMAIMOHHON  OE30MACHOCTHM W MPEACTaBIseT  CcOOOM
CUCTEeMAaTHU3UPOBAHHOE M3JIOKEHHE 1Ieiel U 3a/1a4 MHGOPMAIMOHHON 0€30MMacHOCTH, KaK OHO UITN
HECKOJIbKO TPaBUJI, MPOIEAYDP, MPAKTUUYECKUX MPUEMOB U PYKOBOJSAIIUX MPUHIIUIIOB, KOTOPHIMU
pykoBoactByercss ['BOY mxona Ne 635, a Takke OpraHuM3allUOHHBIX, TEXHOJOTUYECKUX U
IPOIETyPHBIX ACIIEKTOB o0ecTiedeHnss MHPOPMALMOHHON 0€301MacHOCTH.

[Tonoxxenus  Hactosmei IlonmuTtukun He  pacmpocTpaHsiloTcss Ha — oOecriedyeHue
UH(POPMALIMOHHOM 0€30MaCHOCTH CBEACHUH, COCTABIISIIOIINX FOCYJApCTBEHHYIO TalHY.

OcHoBHOI 3amaueid B obnactu umHPopMmanuonHo Oe3zonmacHocTr ['BOY mkoma Ne 635
NPU3HAET COBEPIIEHCTBOBAaHME Mep M  CpPEACTB  O0ecredeHus 3aluThl  MHPOpMaIuu
nHpopmanmoHHeix pecypcoB 'BOY mkoma Ne 635 B KOHTEKCTE pa3BHTHS 3aKOHOJATEIHCTBA
Poccuiickoit @enepaiui U HOPM pPErYIMPOBAaHUS MH(OPMAIIMOHHOW JAEATEIEHOCTH B TEKYILIHX
YCIOBUSAX (PYHKIIMOHUPOBAHUS NHPOPMAIIMOHHOTO MOJIS.

[Tpu pa3pabotke [TONUTHKN YYIUTHIBAIMCH OCHOBHBIC TIPUHIIUIIBI CO3AHUS CUCTEM 3alUThHI
uH(pOpMallMK,  XapaKTePUCTUKA UM  BO3MOXKHOCTH  OpPraHU3aIMOHHO-TEXHUYECKHX  Mep
¥ COBPEMEHHBIX MPOTPAMMHBIX H aIMapaTHO-TIPOTPAMMHBIX CPEICTB 3aIUTHI HH(pOpMAIIHH.

B pamkax cBoeit nesrenpHoctn ['BOY mikoma Ne 635 o0s3yercss mpeanpUHUMATh BCeE
BO3MO>KHBIE MEpPBI JUIs 3allUThl UH(pOpMaLUU OT yrpo3 0e301acHOCTH HHPOPMAIUH.

TpeboBanust tHPOPMAIIMOHHOM O6€30MaCHOCTH, COOTBETCTBYIOT LM AesTensHocTd [ BOY
mkona Ne 635 m mpenHasHA4yeHBbI ISl CHIDKCHHS PUCKOB, CBSI3AHHBIX C peaju3alueil yrpos
06e30macHOCTH MH(POPMAIIHH.

[Tonutuka noctynHa Bcem pabotHukam ['BOY mikona Ne 635 u BceMm moJp30BaTeNsiM €ro

peCypcoB.
2 TIEJH U 3AJIAYY OBECHEYEHUS THO®OPMAIIMOHHOM BE3OINACHOCTH

Cy0bexTbl HHPOPMANMOHHBIN OTHOLICHHU I

CyOnektamu mipu oOecriedeHun uHGopmaronHon 6e3onacHoct B 'BOY mkoma Ne 635
ABIISIOTCA:

PabOTHUKHU CTPYKTYPHBIX MOJIpa3esieHui (B TOM YKCII€ YBOJIEHHBIE);

rpaxjaHe, paboTaromue o J0roBopam rpaxJIaHCKO-IIPaBOBOrO XapaKkTepa;

¢busnyeckue muIA, NPEICTaBUTENNM KOHTPAareHTOB B paMKaX MHCIIOJIHEHUS JIOTOBOPHBIX
00s13aTEILCTB;

busndeckue nuia, nojasiue odpamienue B aapec [ bOY mkona Ne 635;

IOPUJINYECKUE JIMLA, B PAMKaxX HCIIOJIHEHHs TOTOBOPHBIX 00s3aTEIbCTB MM BO HCHOJHEHUU
TpebOBaHMl CO CTOPOHBI 3aKOHOaTENbCTBA Poccuiickoit deaepanun;

Oprasbl TOCYyJapCTBEHHOH BJIACTH.

O0bexThl HHPOPMALMOHHBIX OTHOLICHHU I

Oo6bexTamu HH(GOPMAIIMOHHBIX OTHOIICHUHN SBIISIFOTCA:

uHpopmannonusie pecypcesl 'bOY mikona Ne 635;

rocyJapcTBeHHble ~ MH(pOpMalMOHHbIE  cuUcTeMbl  OmepatopoM  KOTOPBIX  SIBJSIETCA
I'BOY mikona Ne 635;

nporeccel 00paboTku MHGOpManuu B uHpopManuoHHbIX cuctemax I'BOY mikoma Ne 635,
MH(OPMALIMOHHBIE TEXHOJIOTUH, pEerJIaMeHThl W MpoueAaypsl cbopa, 0OpabOTKH, XpaHEHUs
U repeiauy HHPOpMaluy;

nHpopmanmoHHass WH(QpacTpyKTypa, BKIIOYAIONIas CHUCTEMbI OOpabOTKH, XpaHEHHUs
U aHajM3a UH(OpMAIMK, IPOTrpaMMHBIE U IPOTrPaMMHO-aIIapaTHbIe CPEJCTBA, B TOM YHCIIE KaHAJIbI
CBSI3M U TEJIEKOMMYHUKAIIHH;

CHCTEMBI M CPEJCTBA 3aIIUTHl MHPOPMAIIUN, OOBEKTHI U MOMEIIEHHs], B KOTOPHIX pa3MeIleHbl
cpenctBa 00paboTKH HHPOPMAIIUH.

Heau o0ecneyennst UHPOPMALMOHHOI 6€30NIACHOCTH



OcHoBHOI 11enbI0 OOecriedeHus: uH(popmarmonHoi Oe3onmacHoctn ['BOY mkoma Ne 635
ABIISIIOTCSL  ICMICTBHUS HAmpaBlIeHbl Ha JIOCTUXKEHHE 3aIlIUThl CYOBEKTOB HMH()OPMAIMOHHBIX
OTHOILEHHI OT BO3MOKHOT'O HAaHECEHUSI UM MaTEPUAIBHOTO, (PU3UIECKOT0, MOPATBHOTO WIIA HHOTO
yuep6a, MOCPEICTBOM CIIYy4allHOIO WJIM IPeAHaMEPEHHOIo BO3AEHCTBUS Ha HMH(POpMALUIO,
B TOM YHCJIE!

o0ecrieueHus 0TKa30yCTOMYUBOIO (YHKIIMOHMPOBAHUS IPOTrPaMMHBIX
U anmnapaTHo-nporpaMMHubix cpeacTB ['BOY mikona Ne 635 u npeiocTaBisieMbIX CEPBUCOB;

COOJIIOJIEHHsI IPABOBOIO PEXHMMa HCIOJIb30BaHUS MACCHBOB U CpEACTB 00pabOTKH
uHpOpMaLnu;

NPEJOTBPALICHNUs pealnu3aluud yrpo3 0e30macHOCTH HMH(OPMAlMM HpU  OCYLIECTBICHUU
nearensaoctu I BOY mikoia Ne 635.

3anauu odecneyeHuss HHPOPMANUOHHOI 0€301ACHOCTH

Joctmwkenue neneit odecneueHust nHGOPMAIMOHHONH 0€30MaCHOCTH M CBOMCTB MH(OpMAIuy,
I'BOY mkona Ne 635 pemiaercs cieayomnuMu 3a1a4aMu:

3alIUThl OT HECAHKIIMOHUPOBAHHOTO JJOCTYNA K MH()OPMAILIMOHHBIM PECypCaM;

pasrpaHUYeHHs JOCTYNa MOJb30BaTesIel K MHPOPMALMOHHBIM, alllapaTHbIM, IPOTrPaMMHBIM
U UHBIM pecypcam;

perucTpanMy M MEepUOJUYECKOro KOHTpOJIA JEHCTBMM mojb3oBareneil mnpu oOpaboTke
3anuIaeMoi nHdopMauy U NepUOJUUECKUI KOHTPOJIb KOPPEKTHOCTU UX ACHCTBHIA;

KOHTPOJISL LIEJIOCTHOCTH Cpelbl HCIOJIHEHUS NpPOrpaMM M €€ BOCCTAHOBJICHHE B Cilydae
HapyLICHHUS;

obecrieyeHns ayTeHTHU(OUKAUMU W HICHTH()UKALWU  TOJIb30BATENCH, YJYaCTBYIOIINX
B HH(OpMAITMOHHOM OOMEHE;

o0ecrnieueHus UCIIPABHOCTHU MIPUMEHSIEMbIX B UH(POPMALIMOHHBIX CUCTEMAaxX
I'BOY mikona Ne 635 cpeacTB 3anuThl HHPOPMAIINH,

CBOEBPEMEHHOTO BBISIBIEHHE MCTOYHHUKOB YIpo3 0€30MacHOCTH HMH(pOpMAIUK, NPUYHH
U YCIOBHMM, CHOCOOCTBYIOIIMX  HAHECEHUIO  yiiepba  3aMHTEPECOBAHHBIM  CYObEKTaM
UH(POPMALIMOHHBIX OTHOIIEHUH;

CO3/1aHMEM CIIY>)KObl MOHUTOpPHHIA M pearupoBaHMsl Ha yrpo3bl 0€30MacHOCTH MH(OpMAaIUH
Y HETaTUBHBIE ITOCIIECTBUS,

CO3/J1aHMEM YCIIOBUH JUIsi MUHUMM3AI[MK HAHOCUMOTO yliep0a HempaBOMEPHBIMU JEHCTBUIMM,
U YCTpaHEeHHe MOCIeCTBUI HapyleHus nHpopmanmoHHol 6e3onacHocty B 'BOY mikona Ne 635.

Pemenue Boimenepeunciaennsix 3aaa4d B 'bOY mikona Ne 635 ocymiecTsiisieTcss nocpeacTBOM:

yuyeTa Bcex MOAJIeKaIINX 3aluTe HHPOPMALIMOHHBIX PECYPCOB;

KYpPHAIMPOBAHUSI JEMCTBUI NepcoHalla, OCYIIECTBISIONIEr0 00CIyKUBAaHUE U MOIU(DUKALIHIO
IPOTPaMMHBIX M TPOrpaMMHO-AIAPATHBIX CPEJICTB MH(DOPMAIIMOHHBIX CUCTEM;

periaamMeHTalnuu nporeccoB o0padboTku nHpopmanuu, aeicteuil padotHrkoB ['BOY mikona Ne
635, OCymIeCTBISIOMMNX HKCIUTyaTalldi0 MPOTPAMMHBIX M TMPOTPAaMMHO-AIMapaTHBIX CPEICTB, Ha
OCHOBE  YTBEP)KJIEHHBIX  OPraHM3allMOHHO-PACTIOPSIAUTENBHBIX  JOKYMEHTOB 10  3allUTe
uH(popMaluy,

Ha3HAa4YeHUs U MOATOTOBKON paOOTHUKOB, OTBETCTBEHHBIX 32 OPraHU3aIMIO U OCYIIECTBICHHUE
MEpONpHUATHIA 110 obecnieueHHo nHpopMannoHHoi 6e3onacHoct B 'BOY mikona Ne 635;

HAJENICHUST KaXJ0ro pabOTHUKA MHHUMAIbHO HEOOXOJAMMBIMH TpaBaMH TMpU padoTe
B MH(POPMALMOHHOW HHPPACTPYKTYpPE COTIIACHO UX JOKHOCTHBIM O0s3aHHOCTSIM;

COOJTIOJIEHHS] BCEMH Pa0OTHUKAMHM, SKCILTyaTHPYIOIIUMH U 00CTY>KUBAIOLUMH TIPOTpaMMHBIE
U [pOrpaMMHO-aIlIapaTHbIE  CPEACTBa, TpPeOOBaHM  OpPraHU3ALMOHHO-PACHOPSIAUTEIBHBIX
JIOKYMEHTOB 110 BoIpocam obecrieueHus: THPOpMaIMOHHOM 6€30MacHOCTH;

MEPCOHAIBHON OTBETCTBEHHOCTHIO Ka)J0T0 pabOTHUKA 3a CBOU JIEHCTBUS, Y4aCTBYIOIIETO
B paMKaX CBOMX (DYHKIIMOHAJIBHBIX OOS3aHHOCTEH B Ipolieccax aBTOMATU3MPOBAHHOW 00pabOTKU
UH(OPMALIUU ¥ UMEIOIIETO JOCTYI K pecypcaM HH(POPMAITMOHHBIX CUCTEM;

peanu3anyell TEeXHOJOTHYECKUX IPOLECCOB 00pabOoTKH WHGPOpPMALMU C HCIOIb30BaHUEM
KOMIUJIEKCOB ~ OPraHM3allMOHHO-TEXHUYECKMX MEp 3allUThl MPOrpaMMHOIO  obOecredeHus,
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MIPOrPaMMHO-AIAPATHBIX CPEJICTB;

OPUHITHS Mep MO0 o0ecreueHno (U3NYEeCKONH MENOCTHOCTH MPOTPaMMHO-AMITAPATHBIX
cpelacTB MH(GOPMALMOHHBIX CHCTEM U MOJAJEpKaHHEM HEOOXOJUMOro YPOBHS 3aIIMIEHHOCTH
KOMITOHEHTOB;

UCIIOJIb30BaHUsI MPOTPAMMHBIX U MPOTPAMMHO-AIMITAPATHBIX CPEJCTB 3aIIUTh WH(GOPMAITUU
obpabareiBaeMoM B ['BOY mikona Ne 635 1 atMUHHCTPATUBHON MO/IEPIKKON MX UCIOJIB30BAHNUS;

KOHTPOJISI ~ COOJIIOJIEHUSI  TOJb30BaTEeNIIMU ~ HMH(DOPMALIMOHHBIX  CHUCTeM  TpeOoBaHUi
1o o0ecrneyeHu o HHPOPMaITMOHHON 0€30aCHOCTH;

npoBeJeHus aHanu3a 3(Q(HEKTUBHOCTU MPUHATHIX MEP 3alIUTHl HHPOPMAIMK U IPUMEHIEMBIX
cpencts 3anuThl nHGopMmanuu B 'BOY mkona Ne 635;

pa3paboTKM W peaau3aluu MNPeJIOKEHUH 10 COBEpIICHCTBOBAHUIO CHUCTEM  3allUThl
undopmanuu B 'bOY mikona Ne 635.

3 TMPUHIMIIBI OBECIIEYEHUS UH®OPMAIIMOHHOM BE3OITACHOCTH

Obecneuenne MHGOPMALMOHHONH OE30MaCHOCTH, JOJIKHO OCYLIECTBIATHCS B COOTBETCTBUU
CO CJIEYIOUIMMHU OCHOBHBIMU IIPUHLIUIIAMU:

IIpuHIMT 3aKOHHOCTH

[Tpu BBIOOpE MEpONPHUATHI MO 3ammTe WH(GOPMAINHU, JOIDKHO COONIIOIAThCS EHCTBYIOIIEEe
3akoHoJaTenbcTBO Poccuiickoit denepannu B cdepe 3auThl THPOPMALIUH.

Bce paboTHUKHM TOMKHBI MMETh TPEACTaBICHUE 00 OTBETCTBEHHOCTH 33 MPAaBOHAPYLICHHUS
B chepe 3ammrhl nHbopmauuu. IIporpammHo-anmapatHele cpeacTBa, npumensemsie B ['BOY
mkoiga Ne 635, MOMKHBI MMETh COOTBETCTBYIOIIME JUICH3MH, OPHIMAIBHO HPUOOPETaThCS Y
npecTaBuTeNiell pa3pabOTUUKOB 3TUX CPEICTB WM SBISATHCSA MUHTEIIEKTYaIbHOM COOCTBEHHOCThIO
I'BOY mkomna Ne 635.

IIpuHIMI CHCTEMHOCTH

[Ipu co3maHumM CHCTEMBI 3aIIUTHI JOJDKHBI YUYUTBHIBATHCS aKTyaJIbHBIE YTPO3bl 0€30IacCHOCTH
UHpOpPMallMK, BO3MOXKHbIE OOBEKThl M HANpaBJICHUs aTaKk Ha HEe CO CTOPOHBI HapyIIUTENEH.
Cucrema 3alMTHl JIOJDKHA CTPOMTHCS C YYETOM HE TOJBKO M3BECTHBIX KaHAJIOB YTEUKU
UHpOpPMALlMK, HO U C YYETOM BO3MOXKHOCTH MOSIBICHHS HOBBIX YSI3BUMOCTEH B MPOrpaMMHOM
o0ecreveHunu.

IpyuHOMI KOMIIEKCHOCTH

KommuiekcHoe uCnoib30BaHUE CPEACTB 3alllUThl MH(QOPMAILMK MPEAINOIaraeT CorjJacoBaHHOE
IIPUMEHEHHNE NIPU NTOCTPOCHUH LIEJIOCTHON CHCTEMBI 3alUThI, IEPEKPHIBAIOIIEN BCE CYIIECTBEHHbIE
yrpo3bl 0e30MacHOCTH HHGpOpMAIHMK. 3alluTa J0HKHA CTPOUTHCS SIIETOHUpPOBaHO. Dusnueckas
3alUTa J0JDKHA 00ecneunBaThes (PU3MUECKUMU CPEICTBAMU M OpPraHU3allMOHHBIMH MEPaMHU.

[Tpu mocTpoeHny, BHEPEHNN U SKCIUTyaTallud CUCTEMBI 3alIUThl HHPOPMALMK PYKOBOJICTBO
I'BOY mxona Ne 635 oGecrnieunBaet ycnoBus i 3¢ (HEeKTUBHONW KOOPAWHAIIMM JEHCTBUI BCEX JIUL,
obecreunBaronuX HHPOPMAIIMOHHYIO O€30MTaCHOCTb.

IIpuHIUI CBOEBPEMEHHOCTH

Pa3paboTka cuctembl 3alIUThl HHPOPMAIMK JOJKHA BECTUCH MapajlielbHO C pa3paboTKoOi
U HUHQOpPMAIMOHHOW  cHCTEMBl. OTO TO3BOJMT y4yecTb TpeOOBaHUS  0€30MacCHOCTH
IpU MPOEKTUPOBAHUU AapXUTEKTYphl M, B KOHEYHOM CcYeTe, co03/4aTh Oonee 3¢ ¢eKTUBHbIE
UH(OPMALIMOHHBIE CUCTEMBI, 00JIaIalONIMe TOCTATOYHBIM YPOBHEM 3alUIIIEHHOCTH.

IIpuHIUN NpeeMCTBEHHOCTH

[TocTosiHHOE COBEPIIEHCTBOBAaHUE MEp U CPEACTB 3alIUThl HMH(OPMAIMM Ha OCHOBE
MIPEEMCTBEHHOCTH OpPTaHU3alMOHHBIX W TEXHUYECKUX pEIIeHUH, KaJpOBOIO0 COCTaBa, aHaIM3a
(GYHKIMOHUPOBAHUS MH(POPMALMOHHBIX CHCTEM U CHCTEMbI €€ 3allUThl C y4eTOM H3MEHEHUH
B MeETOJaxX M CpelacTBax IepexBara HH(QOpMAIMK, HOPMATHUBHBIX TpeOOBaHUI IO 3aliuTe
UHpOpMaLINH.

IIpyuHOMI 10CTATOYHOCTH

CooTBeTcTBHE YpOBHS 3aTpaT Ha obecrieyeHre MH(POPMAITHOHHON 0€30MacHOCTH U LIEHHOCTH
MHQOPMALIMOHHBIX PECYypcOB Ha BEIMYMHY BO3MOXKHOIO ymepda OT HuX pasriameHus,
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YHUUTOXKEHUS U UCKaXKEeHUs. Vcrob3yemMble MEPHI M CPEICTBA 3aIUTHI HH(OOPMAIIUK HE JTOJKHBI
YXYAIIATh 3PrOHOMHYECKHE ITOKa3aTeI KOMIIOHEHTOB HH()DOPMAIIMOHHBIX CHCTEM.

[IpuHIHUN 0TBETCTBEHHOCTH

Bo3noxeHne oTBeTCTBEHHOCTH 3a o0ecrieueHne 0e30macHoCTH HHGOpMaIHK U €€ 00paboTKH
Ha KaXJI0ro pabOTHHWKA B TpENEIax ero IMOJHOMOYHMA. B COOTBETCTBHHM C ATHUM MPHHIIUIIOM
pacrpejieiicHue MpaB W 00S3aHHOCTEH PAOOTHUKOB CTPOUTCSA TaKMM 0Opa3oM, yToObl B ciiydae
T000T0 HApYIICHHSI ObLT U3BECTEH HAPYIIUTEINb.

IpyuHUKMI 000CHOBAHHOCTH U TEXHUYECKOH peain3yeMoCTH

WudopmMalinoHHbIe TEXHOJIOTHH, TPOTPAMMHBIC U IIPOTPAMMHO-ANTAPATHBIC CPEACTBA, MEPHI
3aUThl UHPOPMAIIUU JIOJDKHBI OBITH pPEaM30BaHbl 110 COBPEMEHHBIM PEIICHUSM, O0OOCHOBAHBI
C TOYKH 3PEHUS JOCTHKCHHSI 33JaHHOTO YPOBHS 3aIIUIICHHOCTH WH(POPMAIUU U YIKOHOMUYECKOU
1[eIeCO00Pa3HOCTH, a TaKKe COOTBETCTBOBAaTh YCTAHOBJICHHBIM HOpPMaM M TpeOOBaHHUSAM
1o 6e301acHOCTH HH(POPMALIUH.

Hpunuun npodeccuonanzma

Peanuzanuss mMep 3amuThl HHPOPMAIMKM W IKCIUTyaTalusl CPEJCTB 3aIlUThl WHGOPMAIUU
JIOJDKHA OCYHIECTBIATHCS MPOGECCHOHATLHBIMU CIICITUATUCTAMHU.

[TpuBiieueHNE CHCITMATM3UPOBAHHBIX OPTaHU3AIMHA K pa3pad0TKe CPEJCTB U peallU3aliui Mep
3alMThl WH()OpPMAIMK, MOATOTOBICHHBIX K KOHKPETHOMY BHJY NESATCIBHOCTH 1O OOECICUCHHIO
0e30MmacHOCTH MH(POPMAITMOHHBIX PECYPCOB, HMEIOIIHUX OIBIT MPAKTHYCCKOH PabOThI U JIMIICH3UH
Ha MPaBO OKa3aHHS YCIYT B ATOW O0JIACTH.

IpuHIUN MUHEMHA3AIUH TPUBUJIETHI MOJIb30BaTe/Nel

OO6ecrieueHre MOJIb30BATEICH MPUBUIICTUSIMUA MUHUMAIBHO JOCTATOYHBIMH VISl BHIIOJHCHUS
HMH CBOHMX JOJKHOCTHBIX 00s3anHocTer B I BOY mkoia Ne 635.

4  OCHOBHBIE TPEBOBAHMUS 110 3AILIUTE UH®OPMALINU
OI'PAHUYEHHOTI'O JOCTYIIA

Cucrema 3ammrthl MHGOpMAIMM JOJDKHA NpPEdyCMaTpUBaTh KOMIUIEKC OpPTraHU3alMOHHBIX,
IPOrPaMMHBIX M MPOrpPaMMHO-AINIApaTHBIX CPEICTB M Mep IO 3aluTe MH(OpMalUU B IMpoliecce
ee 00paboTKH.

Boinonxnenue TpeGoBaHMN TOCTUrAeTCs 3a CUET pean3allMi Ha 00beKTax MH(pOpMaTU3aluu
Mep 1O 3aluTe HHPOPMaLUK:

UACHTU(DUKAIMY U ayTeHTU(UKAMU CYyOBEKTOB 10CTYIAa M OOBEKTOB JIOCTYIIA,

YIIPaBJIEHUIO IOCTYIIOM CYOBEKTOB JIOCTYIa K 00bEKTaM JA0CTYIa;

OTpaHUYEHUIO TPOrPaMMHOM Cpeibl;

3alUTe MAIMHHBIX HOCUTENEH MepcoOHabHBIX JaHHBIX;

perucTpanuu coObITHII 0€30MTaCHOCTH;

AHTUBHMPYCHOH 3allUTE;

0OHApPY>XKEHHUIO BTOPXKCHUII;

KOHTPOJIIO (aHAJIM3Y) 3alMIIEHHOCTH EePCOHANBHBIX JIaHHBIX;

00ecneveHnIo IeT0CTHOCTH HH()OPMALIMOHHON CUCTEMBI M TIEPCOHATBHBIX JTAHHBIX;

00€CTeYeHNIO JJOCTYITHOCTH MEPCOHANIBHBIX JTAHHBIX;

3aIlUTHI CPEIbl BUPTYaTU3aLIUU;

3aIUThl TEXHUUECKUX CPEACTB;

3alUThl UHHOPMALITMOHHON CHCTEMBI, €€ CPEJICTB, CUCTEM CBSI3H U MEpeauy JaHHBIX;

BBISIBJICHUIO MHIIUCHTOB U pearnpoBaHie Ha HUX;

yhOpaBieHU0 KoHuUrypauue HHOOPMALMOHHOW CUCTEMBl M CHCTEMbI  3aIUThI
NEPCOHAIBHBIX JIaHHBIX.

I'BOY mkxoma Ne 635, kak obOnagatens HHPOpPMAIMM OTPAHUYEHHOTO JOCTyNa, MpH
OCYILIECTBIICHHH CBOMX IpaB 0053aHO:
coOiroaaTh rpaBa v 3aKOHHbIE HHTEPECH MHBIX JIULL;
NPUHUMATh HEOOXOAUMBIE MEPHI 0 3aLTUTE HHPOPMALINH;



OTrpaHUYMBATH JOCTYN K HMHQOpPMALUH, €CIM Takas oOON3aHHOCTh YCTaHOBJIEHA
3aKoHOJaTenbcTBOM Poccuiickoit denepanuu.

B Tom wumcie I'BOY mkoma Ne 635, BmpaBe ecid HMHOE HE NPEIyCMOTPEHO
3aKoHoJiaTenbCcTBOM Poccuiickoit denepanuu:

pasperniaTh Wik OrpaHHYUBATh JOCTYII K HH(OPMAIIUHU, OTIPENIENIATH MOPSA0K U YCIOBHUS TaKOTO
JIOCTYyIa;

UCIIOJIb30BaTh HH(OPMAINIO, B TOM YHCJIE PACIIPOCTPAHSATH €€, 10 CBOEMY YCMOTPEHHIO;

nepeaaBatb MHGOpPMALMIO JPYIMM JIMIIAM Ha YCTAHOBJIEHHOM 3aKOHOJATENIbCTBOM
Poccniickoit denepanuy OCHOBaHUY;

3alMIIaTh YCTAaHOBJIEHHBIMU 3aKOHOJaTeabcTBOM Poccuiickoit depepaunn crocodbamu CBOU
npaBa B Cllydyae HE3aKOHHOTO NOJY4YeHUs HMH(GOpMAIMM WM €€ HE3aKOHHOTO HCIOJIb30BAHUS
VHBIMU JIMLIAMU;

OCYILECTBIISITh MHBIE JCHCTBUS ¢ HMH(OpMAanMend WM pa3pemarbh OCYIIECTBICHHE TaKUX
JNeHcTBUM, ecnu 3TU  JeMcTBUA HE NpoTHBOpevyar (QelnepaibHbIM 3aKOHAM U JIPYTUM
HOPMaTHUBHO-IIPaBOBbIM akTaM Pocculickoit @enepanuu.

3ammra MHQOpPMAUM  OTPAHWYEHHOrO  JOCTyHa MpPEACTaBIseT CcoO0OW  NpUHATHE
OpraHU3al[MOHHBIX U TEXHUYECKUX MEp, HAIIPAaBJIECHHBIX Ha:

coOuro/ieHre KOH(UISHIHANbHOCTH MH(OpMay (MCKIIOYEHNEe HEeIpaBOMEPHOIO JIOCTYTIA,
KOTIMPOBAHUS, PEIOCTABICHUS WIIM PACTIPOCTPAHEHUS HH(OPMAIIHHN);

o0ecreyeHue 1eJIOCTHOCTH HH(pOpMaLuK (MCKITI0UEHHE HEMPAaBOMEPHOTO YHUYTOXKEHHUS
WA MOJU(PHUIMPOBAaHUS HH(DOPMAIUH);

peanu3almio rnpasa Ha AOCTYI K MH(pOpMauy (MCKII0UeHHE HEIPaBOMEPHOI0 OJIOKUPOBAHHUS
uH(popManun).

CpencTBa 3amuThl MHGOPMAIMKM BHEAPSIOTCS MO pe3yibTaTaM MPOBEIEHHUsS OLIEHKU PUCKOB
MH(OPMaLlMOHHON O€3011aCHOCTH.

Opranu3anus 3alUThI HHPOPMALUH

[Tpu opranmzanuu B ['BOY mxona Ne 635 3ammuTsl MHpOpManMy, TOJKHBI BBITOJIHATHCS
TpeboBanuss ®DenepanmbHoro 3akoHa ot 27.07.2006 Ne 149-®3 «O6 wunHpOpManuy,
MH(OPMALIMOHHBIX TEXHOJOTHSX U O 3allluTe MHPOpMAIUU», KOTOPbIE PETYIUPYIOT OTHOIICHHUS,
CBsI3aHHbIE
C YCTaHOBJICHHEM, U3MEHEHUEM U NpEKpallleHueM pexuMa 00paboTKH 3aluIaeMoil HHPOpMAIIH.
B Tom umcne TpeGoBaHus o 3ammTe MHGOPMAIMM, HE COCTABISAIOLIEH TOCYAapCTBEHHYIO TaiiHYy,
coJiepKalleiicss B TroCyJapCTBEHHBIX MH()OPMAIIMOHHBIX CHUCTEMaX YTBEP)KIEHHBbIE MPUKA30M
OCTIK Poccum ot 11.02.2013 Ne 17 «O6 yTtBepxkaeHUH TpeOOBaHUN O 3aliuTe MHGPOpPMALUH,
HE  COCTaBJIIOIIENH  TIOCYAapCTBEHHYIO  TallHy, cojepXaleics B TOCYAapCTBEHHBIX
UH(POPMALIMOHHBIX CUCTEMax» Ul TOCYAAPCTBEHHBIX WH(GOPMAIMOHHBIX CHCTEM IO KOTOPBIM
I'BOY mkomna Ne 635 siBnsiercs OnepaTopom.

BTI'BOY mxone Ne 635 moMuMo peanu3alli OCHOBHBIX Mep 3aIlUThl HH(pOpMaluu
OCYIIECTBIISIETCS:

peryiasipHasi  OIEHKa M  yIpaBlieHHe pHUCKaMU  HH(GOpPMAIMOHHOM  0e30MacHOCTH
B COOTBETCTBUU C YCTAHOBJIECHHBIMHU MPOLIEAYPAMHU B 00JIACTH YIIPABIICHUS PUCKAMU;

UH(POPMHUPOBAHUE, o0yuyeHue u MOBBILICHNE KBaJTM(PHUKAILIUN pabOTHUKOB
I'BOY mikomna Ne 635 B chepe nndopmamoHHOM 0€3011aCHOCTH;

MeToAMYecKass TMOMOIIb pabOTHUKaM B BoIlpocax obOecredeHuss HH(OpMaMOHHON
0€30I1aCHOCTH;

aHaJIU3 ¥ MOMCK BO3MOXKHOCTEH 110 MOBBIIIECHHUIO YPOBHSA 3alMIEHHOCTH WH(POPMAIIHH.

Jnst opranuzanuu 3amuTsl nHGopmaru, ['bOY mkoma Ne 635 BrpaBe npuMeHsSTh CpeaCTBa
Y METO]Ibl TEXHUYECKON 3allUThl, IPEAPUHUMATD IPYTHe, HE IPOTUBOPEUAIINE 3aKOHOJATEIBCTBY
Poccuiickoit denepaiuu, Mepsbl.

B pamkax oOecrieueHust 3aIuThl UHPOPMALIUH, B paMKaX TPYAOBBIX OTHOLIEHUH HEOOXOMMO
03HAKOMUTh O] POCIUCH PAOOTHHUKOB, JOCTYI KOTOPBIX K HHPOPMALMU OTPAaHUYEHHOTO JI0CTYTIA,
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HE00XO0/IUM JUTSI BBITMIOJIHEHUSI UMU CBOMX JIOJDKHOCTHBIX O00S3aHHOCTEH, ¢ rmepeyHeM MHpopMalnuu
OTPaHUYEHHOTO J0cTyna, ¥ mpuHAThIMUA B ' BOY mikona Ne 635 Mepamu 3amuThl HHGOpPMAITUH.

Oco0eHHOCTH 3aIUTHI EPCOHAIBHBIX JAHHBIX

IIpu opranuzamuu o6padbotku B 'BOY mikoma Ne 635 mepcoHanbHBIX JaHHBIX HEOOXOIMMO
PYKOBOJCTBOBaThCsl TpeOoBanmsamu DenepanpHoro 3akona ot 27.07.2006 Ne 152-03
«O nepcoHaNbHBIX IaHHBIX).

[lepeuens Mep, BbImonHeHHEe KOTOpbIx oOecrmeunBaer ['BOY mkoma Ne 635 B kauyectBe
oreparopa MepCOHAIBHBIX aHHBIX, JOJKEH BKIIIOYATh:

HazHaueHne B ['BOY mkoma Ne 635 OTBETCTBEHHOro 3a OpraHuM3anuio 00pabOTKU
HEPCOHAIbHBIX JIAaHHBIX;

pa3paboTKy JOKYMEHTOB, ONPEENIAIONNX MPaBUIa B OTHOIIEHHH 00paOOTKU MEePCOHATBHBIX
nanabix B ['BOY mkoma Ne 635, nmokaiapHBIX akTOB IO BOIpocaM OOpaOOTKH TMEPCOHATBHBIX
JTAHHBIX,;

IPUMEHEHHE OPraHU3aLMOHHBIX M TEXHUYECKMX Mep Mo oOecrneueHuro 0e30IacHOCTH
NEPCOHANBHBIX JaHHBIX B COOTBETCTBUU co craTheil 19 denepanpnHoro 3akona ot 27.07.2006
No 152-®3 «O nepcoHaIbHBIX TaHHBIXY;

BBITNIOJIHEHHE TPEOOBAHUI 110 COCTABY M COJEPKAHUIO OPraHU3ALMOHHBIX U TEXHUYECKUX MEp
1o obecredyeHuto 0e30MacHOCTH NEePCOHANBHBIX JaHHBIX MPU X 00paboTke B MH(POPMALMOHHBIX
cucTeMax MepCOHANBHBIX NaHHBIX yTBepkIEHHBIX [Ipukazom @CTIK Poccun ot 18.02.2013 Ne 21
«O0 yTBepXKIEHMM COCTaBa M COJCpPXKAHUSA OPraHU3ALMOHHBIX M TEXHMYECKHX Mep II0
obecrieyeHnI0 0€30IaCHOCTH TMEPCOHAIBHBIX JNaHHBIX NMPH MX 00paboTke B WH(GOPMAIMOHHBIX
cucTeMax NepCOHANIbHbIX JaHHBIXY,

OLICHKY Bpe€Ia, KOTOPBIA MOXKET OBITh NPUYMHEH CYOBEKTaM TEePCOHANBHBIX JaHHBIX
B cinyyae HapymeHus PenepansbHoro 3akoHa Ne 152-d3, cooTHolIeHHE YKa3aHHOTO Bpena
U NPUHUMAEMbIX OIEPaTOPOM MeEp, HalpaBICHHBIX HAa OOECIIEUEHUE BHIIOJHEHHUS O00SI3aHHOCTEH,
npexycMoTpeHHbx deaepanbHbiM 3akoHOM Ne 152-D3;

o3HakomsieHHe paboTHukoB I'BOY mikoma Ne 635, HemocpencTBEHHO OCYLIECTBIISIFOIINX
00pabOTKy MEepCOHAIbHBIX JAaHHBIX, C MOJOXKEHUSAMHU 3aKoHoJaTenbcTBa Poccuiickoit denepannn
O TIEPCOHAIBHBIX JaHHBIX, B TOM 4YHCJIE TPEOOBAHMSMHU K 3aIIUTE TEPCOHAITBHBIX aHHBIX,
JOKyMeHTaMH, onpeaenstonuMu Tpedoanuss 'bBOY mkoma Ne 635 B oTHomeHun o0pabOTKH
NEPCOHAIBHBIX JJaHHBIX U 00y4YeHUE, IPU HEOOXOJUMOCTH, YKa3aHHBIX PAOOTHHUKOB.

ObecneueHne 6€30MaCHOCTH NMEPCOHAIBHBIX JAHHBIX JOCTUraeTcs, B YaCTHOCTH:

onpejeieHueM  yrpo3 U HapymuTelneid  O€30MacHOCTH  MEPCOHANBHBIX  JIaHHBIX
npu ux 00paboTke B MHPOPMAIIMOHHBIX CUCTEMAaX MEPCOHATBHBIX JaHHbIX;

ONpEENIEHUEM ypPOBHS  3alUIIEHHOCTH TMEPCOHANBHBIX JaHHBIX B  COOTBETCTBUU
¢ TpeboBanusimu [locranosnenus IlpaButenscrBa Poccuiickoit ®deneparuu ot 01.11.2012 Ne 1119
«O06 yTBepkIeHHH TpeOOBaHMM K 3allUTe I[EPCOHAIBHBIX JaHHBIX MpU UX 0o0paboTke
B MH(OPMALMOHHBIX CUCTEMAaX MEePCOHABHBIX JaHHBIX»;

MPUMEHEHUEM MPOIIEIIINX B YCTAaHOBJIEHHOM IOpSIKE MPOLEAYPY OLEHKH COOTBETCTBHS
CPEZCTB 3alIUThI HHPOPMAIIUH;

OIIEHKOH 2(PEKTHBHOCTH MPHHUMAEMBIX MEp MO 3allUTe IMEePCOHAIBHBIX JAHHBIX J0 BBOJA
B HKCILTyaTalMio HH(HOPMAIIMOHHON CUCTEMBI IEPCOHAIBHBIX TaHHBIX

BOCCTAHOBJICHHEM IE€PCOHAIBHBIX JAHHBIX, BCIEACTBHE MOIYYEHHS] HECAHKI[MOHUPOBAHHOTO
JIOCTYTIA K HUM;

YCTaHOBJEHHEM TMpaBWJI JOCTyla K TEepCOHAJbHBIM  JIlaHHBIM, 0OpalOaThIBaeMbIM
B HMH(GOPMAIMOHHBIX CUCTEMaX IMEPCOHAIBHBIX JAaHHBIX, a TaKKe OOECIeYeHHEM pPETHUCTpaluu
U y4eTa BCeX JICHCTBHI, COBEPIIAEMBIX C TIEPCOHAIBHBIMU JAHHBIMU B WH(POPMAIIMOHHBIX CHCTEMaxX
NEPCOHANBHBIX JaHHBIX;

KOHTPOJIEM 3a MPUHUMAEMBbIMU MEpPaMH I10 3alllUTe NePCOHATBHBIX JaHHBIX U OMpPEIEICHHOIO
YPOBHSI 3aIIMIIEHHOCTH HWH(GOPMAIMOHHBIX CHUCTEMax IEpPCOHAIBHBIX JAaHHBIX B IpoLecce
ee JKCIUTyaTaluu.
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5 OCHOBHBIE TPEBOBAHUMSA K HPOHECCAM OBECHHEYEHMSA
NHO®OPMAIIMOHHOMU BE3OIMTACHOCTH

MeTtoanueckoe pyKOBOJCTBO, pa3pabOTKy pelieHui 1Mo 3ammre nHHopMaIim, corjJacoBaHue
BbIOOpA CPEICTB BBHIYMCIUTEIBHON TEXHHUKH, MPOTPAMMHBIX U MPOTrPaMMHO-ANMapaTHBIX CPEICTB
3alUThl UHGOPMAIMK, OpPraHU3alMi0 padoT MO BBISBICHUIO BO3MOXKHOCTEH M IMPEIyNpPEKIACHUIO
yTeUKH U CBOMCTB 3amuiaeMoid uHGOpMaluu, arTecTaluilo OO0BEKTOB HH(OpMATHU3ALMU
OCYIIECTBIISIIOT KOMIIETEHTHBIE CTPYKTYpHbIe ojpasaenenus ['bOY mkona Ne 635.

duznyeckas 0e30MACHOCTH

[TpunsTHIE OpraHU3allMOHHBIE U TEXHUYECKUE MePbI 110 3ammuTte nomeueHuit ' bOY mkomna Ne
635, cepBepHOr0 MW KOMMYTAIMOHHOTO OOOpYyIOBaHMS, aBTOMATH3UPOBAHHBIX pPAaOOUYMX MeECT
noab3oBareneid nHpopmanuoHHslx cucreM ['BOY mkoma Ne 635 olecmeuynBarOT peanu3anuio
CIIEIYIOIIUX Mep TO:

pasrpaHu4eHuIo aoctyna pabotHukoB B nomenieHuss I'bOY mkona Ne 635 B cooTBeTCcTBHM C
UX MMOJIHOMOYHUSIMU U JIOJDKHOCTHBIMU O0S3aHHOCTSIMH,

peructpanuu (GakToB BXoJa paOOTHUKOB B IOMEUICHHUs, B KOTOPBIX Benercs oOpaboTka
MEPCOHAIBHBIX JTaHHBIX;

KOHTPOJIMPYEMOMY TpeObIBaHHIO MOcTOpoHHUX Jinil B ' BOY mkona Ne 635 B momerienusi, B
KOTOPBIX BeJeTcss 00paboTka MH(OpMAIMKM OTPAaHUYEHHOTO JOCTYNa U pa3MEIlEHbl anmapaTHbIe
cpencTBa HHPOPMAITMOHHON CHCTEMEI,

OpraHHU3aIH pexXruMa KOHTPOJIUPYEMOTr0 BHOCA/BBIHOCA CPEACTB 00pabOTKH HHPOPMAIIHH.

[Tomemenust I'bOY mixona Ne 635 nomxHbI ObITH 000PYAOBAHBI JETEKTOPAMHU OTHS U JbIMA,
OTHETYLIUTENISIMUA, CHUCTEMaMU KOHIWIIMOHUPOBAHUS BO3[yXa, CPEACTBAMU OXPaHHO-MOKAPHOU
CUTHAJIM3aL1U.

OcHoBHOE cepBepHOE U KOMMYyTaloHHoe obopynoBanue I'bOY mikona Ne 635 nomxHO OBITH
3alllMIIEHO OT NepeboeB B IM0AayYe AIEKTPOIHEPTUU IYTEM MOJKIIOYEHHUS K JIIEKTPOCETH C
OPUMEHEHHEM MCTOYHHKOB OecrepeOOMHOro MHTAaHUS U PE3EepPBHOIO JIU3eIb-TeHepaTopa.
Hctounuku OecriepeOOWHOTO NUTaHHUS HEOOXOAMMO pETyJIsSpHO TECTUPOBaTh U IPOBEPSITh
yNoNHOMOYEeHHBIM paboTHukamM ['BOY mkona Ne 635 B COOTBETCTBMM C pPEKOMEHJIALMSIMU
MIPOU3BOIUTEIIS.

[TopraTuBHBIE TEXHMYECKHE CpEICTBA HE JOJDKHBI  OCTaBaTbCsi 3a  INpeAesiaMu
KoHTpoHpyemMoii 30HbI [ BOY mixona Ne 635 6e3 koHTpost co cTopoHb! padoTHHKOB ['BOY mkona
Ne 635.

be3onacHocTh Ha pabouem MecTe

3anpemniaeTcs BECTH 3alKMCh MapoJied B OTKPHITOM BHUAE HA MaTE€pUAIbHBIX HOCHUTEIS,
3a UCKJIIOUEHUEM CIIy4aeB, PETIaMEHTHPOBAHHBIX METO/I0B XPaHEHUSI.

JIOKyMEeHTBl M HOCHUTENIN ¢ HMH(pOpMaluell OrpaHWYeHHOro JOCTYNa JOJDKHBI yOHpaThCs
B oleyaTeiBaeMblie MecTa (ceiidbl, mkadbl W T.OI.), NOpU yXoJae ¢ paboyero Mecra.
Ha aBromatusupoBanHom pabouem mecte Ilonb3oBarens paboydast ceccust JOKHA OBITh MpepBaHa,
paboumnii cron 3a0iokupoBaH. Bxom mosb3oBaTens B CHUCTEMY HE JIODKCH BBITIOJHSATHCS
ABTOMAaTUYECKH.

JlokyMeHThI, coaepxaiue HHPOPMALMIO OrPpaHMYEHHOTO JOCTYyNa, JOJDKHBI —Cpasy
U3BIMAThCSl W3 TIEYaTAloUIMX YCTPOWCTB. g yTuiIM3anuu KOH(MUICHIMAIBHBIX TOKYMEHTOB,
JOJIKHBl MCTOJIb30BaThCSl YHUUTOXKHUTENU JOKYMEHTOB HE HIDKe 4 ypOBHA IO CTaHAapTy
0€30MaCHOCTH, IPUMEHIEMOMY K YHUUTOKUTEISAM IOKYMEHTOB.

[Ipu wcnons30BaHMM MOOWIBHBIX TEXHHMYECKHUX CPEICTB HEO0OXOJAMMO  COONIoaaTh
JOTIOTHUTETIbHBIE MEphl MO PErJaMEeHTallMd W KOHTPOJIO HWCIOIb30BaHUS B HH(DOPMAIIMOHHON
CUCTEME MOOMIIbHBIX TEXHUYECKUX CPEJICTB.

Haxoxxnenune mnpencrtaButeneil IOPUIMYECKUX JIMI] B PAMKaX MCHOJHEHUS JIOTOBOPHBIX
00s3aTeNbCTB B IOMEIICHUSIX B KOTOPBIX Belercs o0OpaboTka HHpOpMAIMU OTrpaHUYEHHOTO
JIocTyna WH()pOPMAIIMOHHOW CHUCTEMBI, BO3MOXXHO TOJBKO B COMPOBOXIeHUM paboTHuKa ['BOY
mikosa Ne 635 nomymieHHoro 10 o0paboTKu Takoi HHGOPMAITHH.
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Pa3mMernienne TeXHUYECKUX CPeACTB BbIBoJA MHpopMauuu B nomeneHusx ['BOY mkona Ne
635 MpOM3BOAUTCA C YYETOM HCKIIFOYCHHUS BO3MOXXHOCTH BU3YAJIBHOTO MPOCMOTpa HMH(pOpManuu
MOCTOPOHHUMH JIMIIaMU M paOOTHHUKAaMH, HE JIOMYIIEHHBIM K padoTe ¢ JaHHOH HH(OpMAaITHEH.

TexHuueckue CpeiacTBa JOJDKHBI Pa3MeLIaTbCs M XPAHUTBCS TaKMM 00pa3oM, uTOOBI
COKPATUTh BO3MOKHBII PUCK NOBPEXACHUS U YTPO3bl HECAHKIIMOHUPOBAHHOT'O JOCTYTIA.

TexHuueckoe 00caykuBaHue 000Py10BaAHMS

Texuuueckue cpencrsa 'bBOY mikona Ne 635 noKHBI TPOXOAUTH Ha PETYISIPHOM OCHOBE
CEpBUCHOE 00CITy’KUBAaHHE B COOTBETCTBUH C PEKOMEHIALMSIMU [IPOM3BOAUTENCH 000pyJ0BaHUS.

PemoHT m cepBucHoe oOcCIy)XHBaHUE OOOpPYIOBAHUS JIOJKHBI BBIMOJHATHCS TOJBKO
KBAJIM(PHULHUPOBAHHBIMU CIIELUAINCTAMH.

TexHuueckoe OOCTyXHBaHHE OOOPYAOBAaHHS CTOPOHHMMHU OpPTaHM3ALMSAMHU HE JOJDKHO
IPUBOAUTH K PUCKY HapyIIEHU KOH(PUICHIIMATbHOCTH 3aLUIAeMON HH(DOpMaIIH.

B3anmopneiicTBHe ¢ TPeTHUMH JTHLIAMHA

B uensx obGecnedyenus wuHbopmanuoHnHor Oe3omacHoctu ['BOY mkoma Ne 635 mpm
B3aUMOJICYCTBUU
C TPETBUMHU JINLIAMU JOJKHO BBIIIOJIHATH CIIEIYIOIIME MEPOIIPUATHS 110!

3aKJIIOYEHUIO COTJIAIIEHHS O HepasMIalleHMM WHQOpMalMM OrpaHUYEHHOIo JOCTyIla
HOJIy4EHHOM B XOIe UCIIOJHEHUS I0TOBOPHBIX 0053aTENIbCTB,;

OCYIIIECTBJICHUIO KOHTPOJS 3a JACUCTBUAMU IPEACTABUTEIEH KOHTPAareHTOB B IpeJesiax
KoHTposipyemon 30Hbl [ BOY mikomna Ne 635.

YupasiieHue ;KU3HEHHBbIM LHMKJIOM HHGOPMALMOHHBIX CHCTEM

Mepornpustus B npouecce XU3HEHHOTo 1ukiIa nHpopMmaunoHHbx cucreM ['BOY mikona Ne
635 moKHBI OBITH HANpaBJICHBI HA OOECIEYeHHE 3aIIUTHI UHPOPMALUU MPH BBOJE B JICHCTBHE,
JKCILTyaTaluy, CONPOBOKICHUHN U MOJACPHU3ALINH, BEIBOJIA U3 IKCILIyaTal1H.

OcHoBaHMeM Ipu pa3pabOTKe HMH(POPMALMOHHBIX CHCTEM JOJIKHBI SIBJISTHCS pPEILECHUs
OpUHATBIE Ha cTaauud (QopMHUpOBaHUS TpeOOBaHUHM, conepkaliue TpeOOBaHUS B TOM YHUCIIE
M0 CHCTEME 3aIIUTHI UHPOPMAILIUHU.

JIro6oe miaaHupyemMoe K BHEIPEHUIO N3MEHEHHE HH(POPMALIMOHHOM CUCTEMBI IIPEBAPUTEIHLHO
JOJUKHO ~ OBITh ~ IPOAHAJIM3MPOBAHO HA  COBMECTUMOCTb M OTCYTCTBHE  HapyIICHUU
paboTOCIIOCOOHOCTH CUCTEMHBIX KOMIIOHEHTOB B TOM YHCJIE CPEJICTB 3allUThl HHPOPMALIUH.

PabGotrel mo MopaepHuzanuu WHGOPMALMOHHOM CHCTEMbI, B TOM UYHCJIE IO YCTAaHOBKE
IPOTrpaMMHOTr0 obecriedeHus: 1 OOHOBJIEHUH, TOJKHBI IPOBOJUTHCS B HEpaboyee BpeMsl I BpeMs
HaMMeEHbIIIeH pabouel Harpy3KHu.

[Ipyu BbIBOAE W3 HKCIUTyaTallMM HMH(OPMAIIMOHHBIX CHUCTEM JIOJDKHO OOecreurBaThCes
rapaHTUPOBAaHHOE yJaneHue o0padaThIBA€MOI U XpaHUMON B HUX MH(OPMALIUU C UCTIOIb30BAaHUEM
CPEACTB IapaHTUPOBAHHOI'O YHUYTOXKEHUS MH(OpMAIMM WIN MyTeM (U3UYECKOr0 YHUUYTOXKECHUS
HOCHUTENIEeH HH(POPMAIIHH.

Bce npouenyps! obecriedenus 3auuTsl MHGopMaiyy, ycraHoBiaeHHbsle B [ BOY mkona Ne 635
B OTHOLICHWH HWHQPOPMAIIMOHHBIX CHUCTEM, JOJDKHBI BBIMOJHIATHCS M KOHTPOJIUPOBATHCS
OTBETCTBEHHBIMHU JIMIIaMH 32 OPTraHU3alKI0 PadoT MO 3aIUTe HH(OPMALIHH.

KounTtpous nocryna k MuHGpoOpManuoHHbIM CHCTEMAM

Bee pabornuku I'BOY mkoma Ne 635, nomymeHHsle kK paboTe ¢ HH(OPMAIMOHHBIMHU
CUCTEMAaMM HECYT IE€pPCOHAJIbHYIO OTBETCTBEHHOCTb 3a HAPYILIEHUS YCTAHOBJIEHHOIO MOPSAIKa
00paboTKM HHPOPMALIUH.

YpoBeHb MOTHOMOUYMU MOJB30BaTeNs B uHpopManuonHoi cucreme ['BOY mkoma Ne 635
JIOJKEH OIPEJIeNATHCS B COOTBETCTBUU C €0 JOJDKHOCTHBIMHU 00SI3aHHOCTSMU.

Hoctyn monbp3oBateneit k uHpopmanmoHHbM cucteMam ['BOY mkoma Ne 635 momken
KOHTPOJIMPOBATHCS aIMUHUCTPATOPOM HUH(OPMAIITHOHHON CUCTEMBI.

Ocy1ecTBI€HUE PeryIsipHOrO KOHTPOJIS BBIOJHEHHS] OpraHU3allMOHHO-PACIOPSIUTENbHBIX
JIOKYMEHTOB, KacalollUXcs periaMeHTanuud jomnycka pabotHukoB ['BOY mkoma Ne 635 k
MH(POPMALIMOHHBIM CUCTEMAM.

HNpenTuduxanusa v ayreHTUHPUKAIMSA
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Joctyn momnp3oBarenel K MH(OPMAIMOHHBIM CHCTEMaM JOJDKEH MPEJOCTaBIIATHCS TOJBKO
1I0CJI€ YCIIEIIHOTO 3aBEpUICHUs NACHTHU(PUKALNN, AyTeHTU(DUKALUH.

[Tony4yenue monp30BaTeNieM HMMEHHM B HH(GOPMAIMOHHOM CHUCTEME M MapoJisi, KOTOpbIE
o0ecrneunBaroT JOCTYI K HH(OPMALIMOHHON CUCTEME, JOJIKHO OCYILECTBIIATHCS IO INPEACTABICHUIO
PYKOBOIMTENS CTPYKTYPHOT'O IIOApa3AcICHUS.

YupasjieHue 10CTynoM

B TI'BOY mkoma Ne 635 J0mKHO OCYIIECTBISATHCS — YOPABJICHUE JIOCTYIIOM K
MH(POPMALIMOHHOM CUCTEME MOCPEICTBOM pealn3alui HeOOXOAMMBIX METO/OB, TUIIOB U IpaBUII
pasTpaHUYeHHs JIOCTYIIA MOJIb30BaTeNsiM nH(popMannoHHo# cucteMsl I'BOY mkona Ne 635. B Tom
yyciae o0ecneueH 3allUINEeHHBIH YAAJeHHbIM JOCTYNl CyOBEKTOB JO0CTyNna K OObEKTaM JI0CTyla
yepe3 BHELIHHE WH(POPMAIIMOHHO-TEIEKOMMYHUKAIIMOHHBIE CETH.

be3onacHocTh npu padore ¢ HOCUTEISIMU HH(POPMAITUT

Pabornukun I'BOY mkona Ne 635 10iKHBI MCIIONB30BaTh TOJIBKO YUYTEHHBIE CHEMHbBIE
MAalllMHHbIE HOCHUTENINM HHGOpPMALMU JUIsl BBIIOJHEHHUS] CBOUX JOJDKHOCTHBIX OOS3aHHOCTEH.
Hcnonp30BaHne ChEMHBIX MAIIMHHBIX HOcuTened mHpopmamuu B 'BOY mxoma Ne 635 B mHBIX
LEJIIX CTPOrO 3arpereHo.

CpeMHbBIE MalIMHHBIE HOCUTENN HH()OPMAIIMH JODKHBI XPAaHUTCS B ONIEYATHIBAEMBIX IIKadax,
B IIOMEIIEHUSAX B KOTOPBIX IPEIYyCMOTpeHa 00paboTKa HH(POPMALIMK OTPaHUYEHHOTO JOCTYIIA.

B ciydae kpaxu wim moTepu ChbeMHOTO MAIIMHHOTO HOCUTEINS HH(POpMAIUH, a TaKKe WHBIX
UHIMJICHTOB, KOTOpPbl€ MOTYT HPHUBECTH K HApYIIEHUIO CBOWCTB MH(OPMALMU OTPaHUYEHHOI'O
J0CTyMa, JOJHKHBI IPOBOAUTHCS MEPOIIPUATHSI 110 PACCIEIOBAHUIO TAKUX UHLIUCHTOB.

[Tpu BeIBOAE M3 SKCIUTyaTallMM ChEMHOT'O MALIMHHOIO HOCHUTENs MH(POPMAlLlUH, BCE JaHHBIE,
XpaHsIIMecs: Ha HEM, JOJDKHBI OBITh yIalieHbl OMpPENeIeHHOW KOMHUCCHEW M3 4Hcia pabOTHUKOB,
CPEeACTBOM rapaHTUPOBAHHOIO YHUUYTOXKEHUS HHPOPMALIUU.

@akT yHUYTOXKEHUS WHGPOpPMAIIMM HA CHEMHOM MAIIMHHOM HOCHTENe HH(OopMaum
¢ukcupyercs B akre 00 YHHYTO)KEHUHM HUHPOPMALMU CO CHEMHOIO MAIIMHHOI'O HOCUTENs
uH(pOpMaLIUH.

Perucrpanust coObITH

B T'BOVY mkona Ne 635 pomxkHa OCYIIECTBISATHCS PETUCTpAIUsl COOBITUM O€30MacHOCTH
Ha BCeX KOMIIOHeHTax HH(popMalMoHHbIX cucteM [BOY mkoma Ne 635, B KOTOpBIX
oOpabatbiBaeTcs 3aluniaemMast iHpopmanus.

AHTHBHPYCHAs 3aILUTA

B nensx oOHapyxkeHUS M ycTpaHeHUs BpenoHOCHbIX mporpamMm B I'BOY mkoma Ne 635
JIOJKHBI MCTIOJIb30BATHCS CPE/ICTBA AHTUBUPYCHOM 3aIlIUTHI HH(OPMAIIHH.

O0s13aTeNbHOMY KOHTPOJIIO CPEJICTBOM AHTHUBUPYCHOM 3amMThl MHGPOpPMAIUU JO0JKHA
nojuiexarb Jr00as wuHpopMmanus (TeKCToBble (ailnbl Jt00BIX ¢GopmaroB, (aiiasl JaHHBIX,
UCHONHSAeMBble (ailnbl), Tojdyyaemass U IepefaBaemasl IO JIOKaJbHON BBIYMCIUTENIBHON CeTH
B TOM YHUCI€ U CETAM OOLIero IMOJb30BaHUS, a TaKkKe MHPOpMalus, XpaHUMas Ha CHEMHBIX
MAaIIMHHBIX HOCUTENSAX UH(DOpMAaIUH.

[Ipu ycTaHOBKE TMpPOrpaMMHOrO oOecreueHus: WM ero OOHOBJIEHHMS Ha CEBEpHOE
o0opy/soBaHUE JOJKHA aBTOMATHMUECKHU BBINOJHATHCSA IpeBapUTeNbHAs MpPOBEpKa JaHHOIO
POTPaMMHOT0 00€CTIeYeHUsI Ha OTCYTCTBUE BPEJOHOCHOT'O MPOTrPaMMHOI0 00eCIeUeHusl.

O6HoBneHue 0a3 cUrHATyp IJIsl CPEICTBA AHTHBUPYCHOM 3alIUThl MH(OPMAILMU JIOJIKHBI
OOHOBIISITHCS €KETHEBHO.

[Tonb3oBaTenu 0e3 rpas aJMUHHUCTpaTOpa nH(}OpMaIIMOHH O CUCTEMBI
I'BOY mkona Ne 635 He AOKHBI MMETh BO3MOXKHOCThH IMOJYYEHMs JOCTyNa K KOH(UTYyparuu
AQHTUBUPYCHOTO CPE/ICTBA 3ALUTHI WJIH €r0 OTKIIIOUEHUSI.

KoHTpoJ1b 321IMIIICHHOCTH NEPCOHAIBHBIX JAHHBIX

B nmensx uckiIroueHus 3KCIUTyaTallud YS3BUMOCTEH MPOrpaMMHOTO OOecredeHMs TOJIKHBI
OPOBOJIUTCS pabOThl 1O BBIABICHUIO, AaHAIM3y YSI3BUMOCTEH WH(GOPMAIIMOHHON CHCTEMBI
U OIEpaTUBHOE YCTPAHEHUE BHOBb BBIABIECHHBIX YyA3BUMOCTEH. B Tom uMcie opraHuzanus
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KOHTPOJISI YCTAaHOBKM OOHOBJICHHS NPOTpaMMHOTO OOECHeYeHUs BKIIOYas CPEACTB 3allUThl
nHpopmaruu.

Hcnosb30BaHHe NPOrpaMMHOIO obecneyeHus

Bp16op mporpamMmMmHOro obecnedeHus Juisi mpou3BOACTBEHHBIX HYXJ ['BOY mkona Ne 635
JIOJDKEH TPOU3BOJUTHCA B TMPUOPUTETE K OTEYECTBEHHOMY, BHeCeHHOro B Emunbiii peectp
POCCUHCKHUX MpOTrpamMM JUIsl 3JEKTPOHHBIX BBIYUCIUTENBHBIX MallMH U 0a3 JNaHHBIX. B cimyuae
OTCYTCTBUsSI aHasiora B EaumHOM peecTpe pOCCHUCKMX MPOTpaMM Uil DJIEKTPOHHBIX
BBIUMCIUTENBHBIX MAlIMH U 0a3 JaHHBIX JIOMYCKAeTCsl MCIOIb30BaTh MPOrPAMMHOI0 O0ecrieYeHHe
HMMITIOPTHOTO MPOU3BO/ICTBA.

HUcnonb3oBanue cpeacTB KpUNTorpapuyeckou 3amutbl uHGOpMAUK

Obecneuenue 3auMThl HHGOOPMAIIMH OTPAHUYEHHOTO JIOCTYIA OT PACKPBITUS, MOIU(DUKAIIIH
W HaBs3bpIBaHMS (BBOJA JIOKHOM HMH(pOpManMHM) NMpuU ee Tmepenade (MOATOTOBKE K Iepeaade)
[0 KaHajaM CBS3HM, HMMEIONIMM BBIXOJ 3a TpeAeibl KOHTPOJIHPYEMOHW 30HBI 00ECIeYHBACTCS
MPUMEHEHHUEM CPEJICTB KpUNTOrpaduuecKoil 3amuThl HHGOpPMAILIUH.

[Tpuobperenue cpenctB kpunrorpaduyeckoit 3ammrtel uHpopmarmu ['BOY mkoma Ne 635
OCYIIIECTBIISIETCS HA OCHOBAaHUHU JIOTOBOPOB M KOHTPAKTOB C JIUIIAMH HMEIOIIUMU JIEHCTBYIOIIYIO
munensuto ®Cb Poccun Ha ocyliecTBieHHE MAESITEIBHOCTH IO pa3paboTKe, IMPOU3BOJCTBY,
pacrnpocTpaHeHHIO MU(POBATBHBIX (KPUNTOTpapUUeCcKrX) CPEeACTB, MHPOPMAIMOHHBIX CHCTEM
U TEICKOMMYHHUKALIMOHHBIX CHCTEM, 3allUIIEHHBIX C HCIOJH30BAHUEM IU(PPOBATBHBIX
(xpuntorpaduyecknux) CpelCTB, BHIIOTHEHUIO pabOT, OKa3aHUIO YCIyr B 00jacTu IuQpoBaHUS
UHPOPMALIUK, TEXHUYECKOMY OOCITYXHBAaHHIO MH(POBAIBHBIX (KpUOTOrpapuuecKux) CPECTB,
MH(OPMALIMOHHBIX CHCTEM U TEIEKOMMYHHUKAIIMOHHBIX CHUCTEM, 3AIIUIICHHBIX C HCIOJIb30BAHUEM
mpoBaIbHBIX (KpUNTOTpaguUecKnx) CpeAcTB (32 HMCKIIOYCHHWEM CIIydasi, €CIIM TEXHHUYECKOe
oOcinyxuBaHue MUGPOBAIBHBIX (KpUNTOrpadUyecKux) CpeacTB, HHPOPMAIMOHHBIX CHCTEM
U TEJICeKOMMYHHUKAIIMOHHBIX CHCTEM, 3allMIICHHBIX C HCIOJb30BAHWEM MU POBATBHBIX
(kpunTorpaMUecKux) CpeICTB, OCYIIECTBISAETCS Juid oOecledeHuss COOCTBEHHBIX HYXK]
IOPHINIECKOTO JIUIA WIIH UHANBUAYAILHOTO IPEIPUHIMATEIS).

B nensx opraHuzanmm u oOecreuyeHMM TIepeadyd HH(QOpPMaluu 10 KaHajaM CBS3H
C HCIOJB30BAaHUEM CPEJICTB KPUNTOrpadUUecKoil 3amuThl WHPOPMAINU, a TaK)Ke BBITOIHEHHS
muneH3uonHbix TpeboBanuit ®Chb Poccun B 'BOY mkoma Ne 635 momxkeH OBITH cO3/aH Opraf
KpUNTOTpadpuuecKon 3aluThI.

[Topransuble pemenus ['BOY mkoma Ne 635 ¢ BO3MOKHOCTBIO JIOCTyIa ¢ ceTeil o0iero
MIOJIb30BAHUS JIOJDKHBI B MPHOPUTETE pa3pabaThIBaThCS C OpraHU3alMed 3allWIIeHHOro KaHala
nocpeacTBoM npotokona TLS ¢ monaepxkoit anropurmos 'OCT 34.10.

Hcnosb30Banne 3J1eKTPOHHOM MOYTHI

DJeKTpOHHas 1ouTa JObKHA ucnoib3oBatkes B 'BOY mkona Ne 635 ¢ nenbo opraHuzanuu
oOMeHa 3JIEKTPOHHBIMU COOOIIEHUSMH MEXIy paOOTHUKAaMHU M CyObeKTaMHu HHG(OPMAalMOHHON
0€30IaCHOCTH.

IIpy ucnosb30BaHUM AIIEKTPOHHOM MOYTHI 3aITPEIIAETCS:

oOMeH nHpopMaImen 1Jist ClIy>KeOHOTO MOJIb30BaHus, a TaKXkKe HH(popMaluel OrpaHUYEHHOTO
JOCTYTIa;

IpeJoCTaBlIeHHE JOCTYIA K JEKTPOHHOM MOYTe C MCIOJIb30BAHUEM JaHHBIX CBOEH y4eTHOU
3aITUCH TPETHUM JTHIIAM;

nyOJIMKAIUsl CBOETO CIIY)KEOHOTO ajpeca 3JEKTPOHHOM MOYTHI B 3JEKTPOHHBIX KaTallorax,
Ha TIOMCKOBBIX MAaIllMHAX M JAPYIHX pecypcax ceTd VHTepHeT B NeNix, HE CBS3aHHBIX C
UCIIOJIHEHUEM CBOMX JIOJDKHOCTHBIX 0053aHHOCTEH;

MIOJIIIFCKA TT0 AJIEKTPOHHOW TI0YTE Ha Pa3InYHbIE PEKIIAMHBIE MaTepPHaIbl, IUCTHI PACCHUIKH,
AIIEKTPOHHBIE >KypHAJIBl U T.A., HE CBSA3aHHBIE C BBINOJHEHHEM IOJB30BaTEIEM JOKHOCTHBIX
0053aHHOCTEH;
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OTKpBITHE (3allyCK Ha BBIMOJHEHUE) (aiiIoB, MOJYYEHHBIX IO DSJICKTPOHHOH Tmo4YTe
Wi u3 pecypcoB cetu HMHTepHer, 0e3 mpeaBapUTEIbHOM MPOBEPKH HMX aHTUBHUPYCHBIM
IIPOrPaMMHBIM 00€CIIEYEHUEM.

Pabora B ceTsix 0011€ro noJL30BaHusA

I'BOY mkoma Ne 635 ocraBnsier 3a co00i mpaBo OJIOKHPOBATH WM OTPAHUYMBATH JOCTYII
paboOTHMKAaM K CETSM CBS3M OOIEro mojb30BaHUS, B TOM 4ucie cetu MHTepHeT, comepxaHue
KOTOPBIX HE HMMEET OTHOIICHHS K HCIOJHEHHUIO JOJDKHOCTHBIX OOS3aHHOCTEH, a Takke K
WH(GOPMALIMOHHBIM ~ pecypcaM, COJAEp)KaHME U HAMpPaBICHHOCTb  KOTOPBIX  3alpelieHbI
3aKoHoaarenbecTBOM Poccuniickoit denepanumu.

Nudopmanus o mnocemaembix padorHukamu ['BOY mikonma Ne 635 wHbOpmManmoHHBIX
pPECypCcoOB MPOTOKOJIUPYETCS ISl MOCIEAYIOUIeT0 aHalu3a W, IpU HEOOXOJUMOCTH, MOKET OBITh
MpEeJCTaBIeHAa PYKOBOAMUTEISIM CTPYKTYPHBIX NOApPA3JeieHUN, a Takxke pykoBoautento ['BOY
mikosia Ne 635 171 KOHTpOJIS.

[Tpu ucnonb3oBanuu cetu MIHTEpHET 3anpenieHo:

ucnoibp30Bath npenocrasiaeHHbld 'BOY mkona Ne 635 noctyn B cetb MIHTEpHET B IMUYHBIX
HEJSX;

MCIIOJIb30BaTh HECAHKIIMOHUPOBAHHbBIE IPOrPaMMHBIE U IIPOrpaMMHO-aIIapaTHbIE CPE/ICTBA,
MO3BOJIAIOIIME TIONYYUTh HECAHKIITMOHUPOBAHHBIN 1OCTYN K ceTh HTepHeT;

ny0lIMKOBaTh, 3arpyXaThb M PacHpoCTPaHITh MaTepHalibl COJAEpIKalllie HEIOCTOBEPHYIO
unpopmanuio o 'bOY mkona Ne 635, a Takxe anbcuduuuponars cBoit [P-agpec.

Pe3epBHOe KONMpPOBaHMe M BOCCTAHOBJICHHE JAHHBIX

Ocy1ecTBIeHHE PE3EPBHOIO KOMUPOBAHUS IOJDKHO OCYILIECTBIISTHCS AJIS:

uHopmanuu oOpabarbiBaeMoil Ha (ail;ioBOM cepBepe H CepBepe MPHIOKEHUH,
UH(OPMALIMOHHON CUCTEMBI,

pabounx MeCT aJJMHHUCTPATOPOB HHPOPMALIMOHHON CUCTEMBI.

YacTtoTa U pexUM pPE3EePBHOIO KOMUPOBAHUS YCTAHABIMBAIOTCS TaKUM OOpa3oM, 4YTOOBI
o0ecneunTh MUHUMAJIbHYIO TOTEPIO JAaHHBIX U ONIEPaTUBHOE BOCCTAHOBJICHUE.

Hactpoiika pe3epBHOr0 KONMUPOBAaHUS M BOCCTAHOBJIEHUS pPECYpCOB HMH(OPMAIIMOHHBIX
cucteM ['BOY mkona Ne 635 nomkHBI IPOBOAUTH yOJIHOMO4YEHHbIe paboTHUKK ['BOY mikona Ne
635.

PesepBHoe  komMpoBaHHME JOKHO  OCYILECTBISATBCS B aBTOMaTHYECKOM  PEXHUME
C TPUMEHEHUEM OTEYECTBEHHOTO CIIELMAIN3UPOBAHHOIO CPEACTBA PE3EPBHOIO KOIMPOBAHUS

C JCWUCTBYIOUIUM CepTU(UKATOM COOTBETCTBUS MO TpeOOBaHUAM Oe€30macHOCTH HHpopmanuu
OCTIK Poccun.

6 OCHOBHBIE TPEBOBAHUS K TIPOLUECCAM YIIPABJIEHUS
UH®OPMAIIMOHHOHN BE3OIMMACHOCTBIO

MounnTopuHr HHGOPMALMOHHOI 6€301aCHOCTH

Ha moctosiHHON OCHOBE JOJKEH MPOBOIUTHCS KOMIUJIEKCHBIN aHalu3 (PyHKIIMOHUPOBAHMS
uHpopmannorHoit cucreMbl ' BOY mikoma Ne 635 m Bo3HMKarOmMX COOBITHH MH()OPMAITMOHHON
0€30MacCHOCTH.

[Tpouiecc MOHMTOpHMHTra CUCTEMbI oOecriedeHHs] MHPOPMAIMOHHON O€30MacHOCTH JI0JIKEH
BKJIIOYAaTh B ce0sl KOHTPOJb OPraHM3allMOHHBIX M TEXHHUUYECKHMX Mep MO 3aluTe HH(OpMAaIHH,
aHaJIU3 MapaMeTPOB KOHPUTYPALIUK U HACTPOUKH CPEACTB 3aIIUThl HHPOPMAIIUH.

IIpy npoBeNEHUM KOHTPOJIBHBIX MEPONPHSITHH, CBSI3aHHBIX C OLIEHKOW peaau3aluu Mep
no 3anute wHbopmarmu B ['BOY mkoma Ne 635, ynmomHoModeHHBIE PAOOTHHUKHU JOJKHBI
IIPUIEPKUBATHCA CIIEYIOIINX TPUHIINAIIOB!

He HapymaTh GyHKIHoHUpoBaHue aestensHocTd 'bOY mikona Ne 635;

JIEICTBOBATh B COOTBETCTBUU C YTBEP)KJIEHHBIMH OpIraHU3allMOHHO-PACHOPSAUTEIbHBIMU
nokymentamu ['bOY mikona Ne 635 o 3amure uHbOpMaIm,

HE CKpBIBATh (PaKThl BBIABICHHBIX COOBITUI HH(OPMAIIMOHHON O€3011aCHOCTH;

O0(OPMIIATH OTUETHI, TOATBEPHKAAIOLINE BBINOJIHEHNE MEPOIIPUATHI 110 3alUTEe HHPOPMALIUU.

16



Wudopmanus, NOITydeHHAs B XOJA€ MPOBEACHUS KOHTPOIMPYIOUIMX MEPONPHUATHH
0 JEUCTBUSX, COOBITUAX M MapamMeTpax, MMEIOIIUX OTHOLICHHE K peaau3alMd Mep MO0 3aluTe
uHpOpMaLKK, JODKHA KOHCOJNMIUPOBATHCS W XPAHUTHCS B MECTaX, MCKIIOYAIONIMX IOJyYeHHE
K HEll HECaHKIIMOHUPOBAHHOTO 10CTYTIA.

MOHUTOPHHT JaHHBIX O 3aPErHMCTPUPOBAHHBIX COOBITHUAX MH(OPMAIMOHHON 0€30IacHOCTH
JIOJDKEH MPOBOJUTHCS, IO BO3MOXHOCTH, C UCIIOJIb30BAHUEM CHCTEMbl MOHUTOPHUHIA MHIMIEHTOB
UH(POPMALIMOHHON 0€30IaCHOCTH WJIM BCTPOCHHBIX MEXaHU3MOB HACTPONKM M ayquTa COOBITUN
B INPOTrPaMMHBIX U NPOrpaMMHO-aMIMapaTHBIX CPEICTBAX, MCIOJIb3YEMbIX B HH()OPMAIMOHHON
undpactpykrype [BOY mxomna Ne 635.

YupasjieHue puckamu

OmnpeneneHue BHYTPEHHHX TpeOOBaHMN IO 3amuTe WHGOPMAIMH, JOJDKHBI OCHOBBIBATHCS
Ha pe3yjbTaTax IPOBEJCHMs aHalIM3a PHCKOB HAapyLIEHHs OCHOBHBIX CBOMCTB 0€30MacCHOCTH
Ui “HGopMaunoHHBIX pecypcoB I'BOY mkoma Ne 635.

OCHOBOI1 OLIEHKH PUCKOB JOJKHA ObITh OLICHKA YCIOBUI U (PAKTOPOB, KOTOPHIE MOTYT CTAaTh
NPUYHHON HapyIIEHNS ETOCTHOCTH, KOH(QUACHIMAIBHOCTH U JOCTYITHOCTH 11 WH(OPMAIIMOHHBIX
pecypcoB 'BOY mikona Ne 635.

PesynbTarom mpoBeneHus aHanKM3a PUCKOB JOJDKEH OBITH pa3pabOTaHHBIM KOMIUIEKC Mep,
HalpaBJIEHHbIX HAa CHWKEHHE BO3MOXXHOI'O HETaTMBHOTO BIMSHHMS Ha OCHOBHYIO JESTEIbHOCTh
'BOY mkoma Ne 635 mpu peanusanuu TOW WIM MHOM Yrposbl Oe3zomacHOCTH HWH(pOpManmuu u
o0ecrneynBaOIUX B JajbHEHUIIEM JOCTATOYHBIH YPOBEHb 3ALIUIIEHHOCTH HH(POPMAlMOHHBIX
cucreM I'bOVY mkona Ne 635.

YnpasjieHue uHIUAEHTAMHA UHGOPMALNMOHHOM 0€30MACHOCTH

Jlist obecrieuermst 3 PEKTUBHOTO pa3pelieHrs HHITUACHTOB HH(OPMAITMOHHON 0€3011acHOCTH
B 'bOY mkone Ne 635, MUHUMU3AIMM OTEPh U YMEHBLICHUS PUCKAa BO3HUKHOBEHUS IMOBTOPHBIX
UHIUJCHTOB  JIOJDKHO  OCYILECTBIIATHCS  YNPABICHWE  WHIHMICHTaMH  HMH(OPMAIMOHHON
0e30MacHOCTH.

Jns ynpaBiieHuss MHUMAEHTaMHU HH(OpPMAalMOHHOW 0€30macHOCTH JIOJKHA OBITh CO3/aHa
ci1y’)k0a MOHMTOPUHTA M PEarMpoBaHUsl HA MHIUAECHTHl MH(POPMAIIMOHHONW 0€30MacHOCTH, KOTOpast
MOCPEACTBOM KOMILJIEKCA CPEICTB U MEpONpUATHN uisi cOopa M KOHCONMIAUMU HH(OpMaluu
00 MHLUACHTaX pellaeT JaHHYK 3a7ady. B OTHOIIEHMM Ka)XIO0ro MpOM3OLIeNNIEr0 WHIMCHTA
pabOTHUKaMU M3 CIYXKObl MOHUTOPHMHIAa M pearupoBaHUS Ha MHUIUIEHTH HH(DOpPMAlMOHHOM
0€30IaCHOCTH JOJKEH BBIMOIHATHCS €r0 aHajiu3, U pa3paboTka 3(h(HEeKTUBHBIX MEp pearupoBaHUs
Ha JIaHHbIN HHIUACHT.

AyauT cuctembl o0ecniedyeHrss HHPOPMANMOHHOI 0€301aCHOCTH

B nensx onenku Tekyuiero ypoBHs HHpopmauonHoii 0ezonacHoctu ['BOY mikona Ne 635 Ha
PEryJsIpHOI OCHOBE TOJIKEH MPOBOIUTHCA ayJUT WH(POPMAIIMOHHOI 6€30MaCHOCTH.

BuyTpeHHue ayauTsl TOJKHBI BBIMOIHATHCS paboTHUKamMu ['BOY mkona Ne 635. B uucio
3aja4, pellaeMblX NpU TPOBEJCHUHM BHYTPEHHUX ayAWTOB HWH(GOPMALMOHHON O0€30MacHOCTH,
BXO/JIAIT:

cOOp M aHaJIW3 UCXOJHBIX JAHHBIX 00 OPraHM3AMOHHOW M (DYHKIIMOHAJIBHOW CTPYKType
MH(OPMALIMOHHBIX CUCTEM, HEOOXOAUMBIX JUISl OLIEHKU COCTOSIHUSI CUCTEMBI 3alllUThl HH(OpMaLuy;

AQHAIN3 YTBEP)KICHHBIX OPTraHU3allMOHHO-PACIOPSAUTEIbHBIX JIOKYMEHTOB IO 3allluTe
uH(pOpMallMK Ha MPEAMET UX MOJHOTHI U dP(PEKTUBHOCTH, a TAKKEe POPMUPOBAHUE PEKOMEH 1ALl
1o uX J0paboTKe WK Pa3pabOTKH HOBBIX;

o0ocHOBaHME (UHAHCOBOM A((PEKTUBHOCTH BHOBb MMPHOOPETAEMBIX CPEJICTB 3aIIUTHI
uH(popMaIuy,

NpOBEpKa MPaBUIBHOCTH BBIOOpa M HACTPOMKHM CpENCTB  3allMThl  HMH(OpManuu,
(dbopmMHpoOBaHUE TPEATOKEHHUN MO0 UCIOIb30BAaHUIO UMEIOIINXCS CPEJICTB 3aIIUThI HHPOPMALUU IS
MOBBILICHUS] YPOBHS HaAEKHOCTU M Oe3omacHocT MHGopmannoHHbIX cucteM ['BOY mkoma Ne
635;

aHaJIU3 OTYETOB M0 MPOU3OLIEAINMM HHUIMICHTaM HHGPOPMALMOHHON 0e30macHOCTH
Y IIPUHATHIM MEpaM 110 UX pa3pelleHUIO.
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IToBbIICHHE OCBEIOMICHHOCTH PA0OTHHKOB

B pamkax opraHMzanuu KOMIUIEKCHOIO TMPOTHBOJEHCTBUS yrpo3aMm  0e30MacHOCTH
uHpopmanuu, ucxoasamum ot padotHukoB ['BOY mkona Ne 635 nomkHa MOCTOSHHO MOBBIIIATHCS
UX OCBEJOMJICHHOCTh B 00J1aCTH 3aIUTHI HH(GOPMAIUH.

[ToBermenne ocsenomiaeHHOCTH paboTHUKOB 'BOY mkona Ne 635 ocymiecTBisieTcs:

no cymectBytomuM B I['BOY mkoma Ne 635 opraHuzanmoHHO-pacnopsAuTEIbHBIM
JIOKyMEHTaM,

o npuMmeHsieMbiM B ' BOY mikoma Ne 635 mepam 3amuTsl nHGOpManuu;

110 IPABUJIILHOMY HCIIOJIb30BAaHUIO CPE/ICTB 3alIUTHI HHPOPMALIUH.

7  3AK/IIOYEHHUE

[Ipu w3MeHeHHHM [eHCTBYIOIIEro 3aKoHOAarenbcTBa Poccuiickoit depepanuu B obimactu
3alUThl UTHPOPMAIMK, a TaK)Ke€ OpPraHU3alMOHHO-PACIIOPAIUTENbHBIX AoKyMeHTOoB ['BOY mikona
Ne 635 nacrosmas [lonuTtuka ¥ M3MEHEHUs K HEW NPUMEHSIOTCA B 4acTH, HE MPOTHUBOpEUallen
BHOBb IIPUHSATBHIM 3aKOHOJATEIbHBIM W HHBIM HOPMAaTHUBHBIM aKTaM, a TakKXe BHYTPEHHUM
nokymentam ['bOY mikomna Ne 635.

Bce T1peGoBanus, yCTaHOBIEHHBIE JIEHCTBYIOIIMM 3aKOHOJATENIbCTBOM Poccuiickoit
®denepannu, MOJ3aKOHHBIMH aKTaMHU M JOTOBOPHBIMU OTHOIICHHMSIMH, a Takxke noaxon ['BOY
mkona Ne 635 k oOecrie4eHHI0 COOTBETCTBHS 3TUM TPEOOBAHUSAM JTOJIKHBI OBITH SIBHBIM 00pazom
OIpEIEIEHBl, JOKYMEHTUPOBAHBI U ITOAICPKUBATHCSA B AKTYAJIBHOM COCTOSIHUU.

I'BOY mkona Ne 635 B NpUOPUTETHOM HANPABICHUM JOJKEH pPACCMATPUBATHCA NEPEXOL
a IpOrpaMMHOro 00ecreYeHne OTEYECTBEHHOTO ITPOU3BOJUTENS, BKIIOYEHHOIO B €IUHBIN peecTp
POCCHUHCKHUX TPOrpaMM i SJEKTPOHHBIX BBIUMCIMTEIBHBIX MAlIWH U 0a3 AaHHbIX. B TOM ymcne
[0 YaCTH CEPBEPHOr0, KOMMYTALIMOHHOTO O0OpYIOBaHHUS M IPOrpaMMHO-aIlapaTHBIX CPENICTB
BKJIIOUECHHBIX B EIMHBIN peecTp pOCCUUCKON PAJUOIEKTPOHHOM ITPOAYKIUH.

IlepecMoTp ¥ BHECEHME U3MEHEHUN B HacTosAwmyr llomuTuky ocymiecTBIsAOTCA
Ha NIEPUOINYECKON U BHEIIJIAHOBOM OCHOBE.
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8 CIIMCOK UCIIOJIb30BAHHbBIX HCTOYHHUKOB

1 ®enepanbublii 3akon ot 27.07.2006 Ne 149-03 «O6 unHbpopmanuu, WHPOPMAIMOHHBIX
TEXHOJIOTUSIX U O 3aIIUTE HHOOPMAITII.

2  Oepepanbhblit 3ak0H 0T 06.04.2011 Ne 63-D3 «O06 37€KTPOHHOM MOATHUCH.

3 TIlocranosnenune IIpaBurensctBa Poccmiickoit ®epepammu ot 16.04.2012 Ne 313
«O06 yrBepxaeHun [losoxeHus o JTULEH3UPOBAHUN AEATEIIBHOCTH 10 pa3paboTKe, IPOU3BOJICTBY,
pacrpoCTpaHeHUI0 MH(POBATBHBIX (KPUNTOTPAPUUECKUX) CPEACTB, MHPOPMAMOHHBIX CHUCTEM
U TEJICKOMMYHHMKALIMOHHBIX CHCTEM, 3allMIICHHBIX C MCIOJb30BaHUEM IIH(POBAIbHBIX
(kpunTorpadMUecKux) CPEACTB, BHINOIHEHUIO padOT, OKa3aHHIO YCIYT B OOJIACTH MIU(PPOBAHHS
uH(popMaIuy, TEXHHUYECKOMY OOCITY)KMBaHUIO MHU(POBATBHBIX (KpUNTOrpauUecKux) CpPEeACTB,
UH(POPMALIMOHHBIX CHCTEM M TEIEKOMMYHUKALMOHHBIX CHCTEM, 3aIUIIEHHBIX C WCIOJIb30BAHUEM
mudpoBagbHbIX (KpUOTOrpapUUECKUX) CPEACTB (32 HMCKIIOYEHHEM Cilydas, €ClId TeXHHYECKOoe
oOciyxxuBanue MHU(POBATBHBIX (KpUNTOrpaUIecKux) CpeAcTB, HHOOPMAIMOHHBIX CHCTEM
U TEJICKOMMYHHUKALIMOHHBIX CHCTEM, 3alllMIIEHHBIX C HCIHOJb30BAHUEM IIU(PPOBAIBHBIX
(kpunTorpadMUecKux) CPEICTB, OCYIIECTBISICTCS Uil OOecredeHus: COOCTBEHHBIX —HYX[
IOPUJIMYECKOTO JIMIA WK MHAMBUAYAILHOTO IPEANPUHUMATEIIS)).

4  Tlocranonenue IlpaBurennctBa Poccuiickori ®eneparuu ot 01.11.2012 Ne 1119
«O0 yTBepkAeHUMM TpeOOBaHMI K 3alUTe IMEPCOHAIBHBIX JAaHHBIX INpU HX 00paboTke
B HH(OPMAIIMOHHBIX CHCTEMAX MEPCOHAIBHBIX JAHHBIX .

5 [Ilpukaz ®AIICU or 13.06.2001 Ne 152 «OO6 yrBepxkaeHun HWHCTpyKIuu
00 opranmzanuu U obecrieyeHHH 0e30MacHOCTH XpaHeHHs, 00pabOTKM W Tepenayd Mo KaHajam
CBSI3U C HCHOJb30BAaHHUEM CPEJICTB KpUNTOrpaduyeckoil 3amuTsl MHGOpMaAMK ¢ OrpaHUYEHHBIM
JOCTYIIOM, HE COJIEpIKAIeil CBEICHHIA, COCTABIISIONINX TOCYIapCTBEHHYIO TAallHY».

6 Ilpukaz @CBb Poccuum ot 09.02.2005 Ne 66 «O6 yrBepxkaenuu llomoxxeHus
0 pa3zpaboTKe, IPOU3BOJICTBE, peaTH3alUU U SKCIUTyaTaluy MU(GPOBAIbHBIX (KpUNTOrpadhuIecKux)
cpenct 3amutel nHGopmaruu ([Tonoxenne [TK3-2005)».

7 IIpuxaz ®CTOK Poccun ot 11.02.2013 Ne 17 «O0 yTBepkIeHUHN TpeOOBaHUM O 3aIuTe
MHpOpMAIlMU, HE COCTABISIONICH TOCYIapCTBEHHYIO TaiiHy, coAepiKalleiicss B ToCydapCTBEHHBIX
MH()OPMAIMOHHBIX CHCTEMAX).

8 IIpuxaz ®CTOK Poccum ot 18.02.2013 Ne 21 «O0 yTBEpKISHUN COCTaBa U COJACPKAHUS
OpPraHU3alMOHHBIX U TEXHUUYECKUX Mep MO OOECleyYeHHI0 OEe30MacHOCTH MEPCOHAIBHBIX AAHHBIX
pu UX 00paboTke B UHPOPMALIMOHHBIX CUCTEMAaX MEPCOHAIBHBIX TaHHBIX».

9 IIpuxa3z ®Cb Poccun ot 10.07.2014 Ne 378 «O0 yrBepxkaenun CocraBa U coJepKaHUsA
OpPTraHU3aIMOHHBIX W TEXHHUYECKUX Mep MO OOECIeYeHHI0 OE30MaCHOCTH MEPCOHAIBHBIX TaHHBIX
npu ux o0paboTKke B WHGOPMAIMOHHBIX CHCTEMax IMEPCOHAIBHBIX JAHHBIX C HCHOJIh30BAHUEM
CpeACTB KpUOTOrpapuuecKkol 3amuTbl HMHGOPMAIMM, HEOOXOAUMBIX JUISl  BBIIOJIHEHUS
ycraHoBieHHbIX [IpaButensctBoM Poccuiickoit denepanun TpeGoBaHUM K 3alUTe MEPCOHATbHBIX
JTAHHBIX
JUTSL KaXJIOTO U3 YPOBHEH 3allIUIIICHHOCTI.

10 TOCT P 51624-2000 «3amwura wuHPOpMAIUK. ABTOMAaTU3UPOBAHHBIE CHUCTEMBI
B 3aIIUIIEHHOM ucToTHeHHH. OO01ue TpeOoBaHUs).

11 TOCT P 51898-2002 «Acnektsl 6e30macHOCTH. [IpaBuiia BKIIIOUEHHS B CTAaHIAPTHI.

12 TOCT P 50.1.056-2005 «Texuuueckas 3amurta HHopManuu. OCHOBHBIE TEPMHHBI
Y OTIPE/ICTICHUS.

13 TOCT P UCO/M3BK 27001-2006 «1HDOpMaiOHHAsS TEXHOJIOTHS. METOBI U CpeacTBa
6e3onmacHocTH. CuCTEMBbI MEHEPKMEHTAa HH(POPMAIIMOHHOM O6e30macHoCcTH. TpeOoBaHMs .

14 TOCT P 50922-2006 «3amuTa napopmaryii. OCHOBHbIE TEPMHUHBI U ONIPEICTICHHSI.

15 TOCT P 51275-2006 «3amuta uHpopmanuu. OObekT HHPopMaTH3alUu. PakKTOpHI,
BO3/ciicTBYIOMME Ha nHPOpMarnwo. OOIIIHe MOIOKEHUS.

16 TOCT P HNCO/M3K TO 13335-5-2006 «MHupopmannoHHAas TEXHOJOTHUA. MeTosl
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U cpencTBa obecrieueHus: 6e3omnacHocTH. YacTh 5. PyKOBOJACTBO 1O MEHEIKMEHTY O€301acHOCTH
CETH.

17 TOCT P HCO/TO 13569-2007 «DHUHAHCOBBIE  YCIYTH. Pexomennannu
1o UH(pOPMALIMOHHOM 0€301TaCHOCTH.

18 T'OCT P UICO/M3K 27005-2010 «MubopmannoHHas TexHOJIOTHs. MeToabl U cpeicTBa
oOecrieyeHus 6e30macHOCTH. MeHePKMEHT prcka HH()OPMAIIMOHHON 0€30IacHOCTI.

19 T'OCT P UCO/MBK 27004-2021 «MudbopmarmorHas TEXHOJIOTHA. MeTOIbl U CpeCTBa
obOecrieueHus Oe3omacHOCTH. MeHEKMEHT HH(POPMAIMOHHON Oe30macHOCTH. MOHUTOPUHT,
OLIEHKA 3aIIUIICHHOCTH, aHAJIU3 U OLICHUBAHUEY.

20 T'OCT P 51897-2021 «MenemxmeHT prcka. TepMUHBI 1 OTIPEACTICHUSY.

21 TOCT P 52069.0-2013 «3ammra wunpopmaruu. Cucrema crangaptoB. OCHOBHBIC
TIOJIOKCHUSY.

22 Konuenuus nH(OPMaMOHHON 0e30MacHOCTH WCIIOJTHUTENIbHBIX OpraHoB
rocynapctBeHHo# Biactu Cankr-IlerepOypra ot 20.02.2023.
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